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RUNTIME EXCEPTION CHECKING/ JAVA LANGUAGE

At present, software development using java language is widely used, for
instance, in the field of industry, science and economics. In addition, education field
interests in java language containing it in the course of computer engineering,
computer science and other involved departments. From the popularity of java
language, many software developers use it to develop java software. However, we can
find failures in running software that cause loss in resource, i.e., time, data, revenue,
etc., of user or organization. This research purposes java software checking method,
especially during runtime for runtime exception. The key importance is the feasibility
study of using Bytecode for runtime exception checking and the pros and cons of
using byte code. We can use Bytecode as an input for software testing instead of using
source code. It will provide more convenient in software testing phase if it is able to
locate the possible runtime exception, causing the reduction of the risk of resource
loss. Furthermore, the software tester will reduce time and workload in testing java
software. The runtime exception checking method will have benefits for both of users

and software developers.
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wawawawiuwuvnu@ﬂzgﬂwuiuizwa10ﬂ%®WmuasﬂwaqﬂszuaawaangGWQﬁBQﬂauuw

ud lu11n18Ma9 (Sun Microsystems Inc., 2005)

a o o a J <
TuaB191I35M5IANMIAVANNAANAIAITENIN Exception handling 11una’lnlu
(% o a A a ds! @ A & Aa 1 1
msvanmsnuanuAanatanatulullsunsy Taen Tdawndluntdoudiulngae
9 U @ a Y 1 Y @ A 9 A
WenewaIaIuMsIanIsauRanaIalneglulnssaienimivesded e liamnsanau

s & A a a P S ¥ @
ﬁﬂWW%@Q%@WﬂuﬁﬁLN@mﬂﬂﬂWﬂWﬂWa1@%U%QﬂgﬂhﬁniﬁiTﬂﬂﬂﬁﬁ1uuﬁ$ﬂ31Nﬁnuﬁm



Y I dy ] Y 1 @ < Y =
Tvunne GluﬂTH'l%TQWﬂNﬁﬁuﬂﬁzﬂ@UuﬂgiuIﬂiﬂZ’fi"l\i‘ll’f)\iﬂ']‘hﬂﬁﬂlﬂu ﬁ]glﬁu‘lﬂ%"lﬂllﬂ"li

14 try waz catch i woATNAODANWAANAIAYDY TATIAT 1901 fagilh 2.2

1: public void method1() throws ExceptionTypel
2: {

3 // instructions 4
4 &y

5: (

6: try 1

7 { sz ||

8: // instructions g |

9: } Il
10: catch( Throwable e ) S5
11: { I
12: // instructions I
13: | | s1
14: /l instructions 41
e 0

16: catch( ExceptionType2 e )

: QU

18: throw new ExceptionTypel();

19: )

20: finally

aix 1

22: // instructions

23 3

24: //instructions |
25:)

1 2.2 A9d19v09 Exception handling Tunmwonm (Robillard, M. P. and G. C. Murphy,

=

2003)

Robillard, M. P. t1ag G. C. Murphy (2003) 1@8311889M8nM591914U9 Exception

. a 1 ° I3 A =< < 2 Ao @ 1 ~
handling Tages e lunp1nmvuauaeniae wy seneluvdeniiziimdanisgens

' Y Aa Aa 1 Y a dg! 9 I [ <

noliinaanuAanaln taze19ne1ding error Y1 14 VAN try 92AAUUADN catch 1AND catch

I < A v W a (Y a . = [
wiluudennnesaniunNuAANaIA 1AeAI9ANITAINAANEIA (Exception handler) nUADN

2 A A A A3y YU A < < J < ~ ° 9 =

wilasneninse lulinldAuuneuden finally Fuiuvdenivzgninavendinglulinam

Aa I 1 I <3 a2 g Y o 4 J Y = 3
AanaIanay 8819 lsnaunminuaen y luliuaen catch ganaedauiidouisunaon

finally FINUAIAND



[ Iya o

Y i
nuateiigave laiimsaadentszimnvesnnudanaialuniminmnawsany

[

< v d o = a ?o 2
wu'ldn ldanvimsdnudmsgiauau s dssnnaail

2.1.1 anuAanaafithaninmsulasingueaniviainedialigndo (Class cast

exception)

A Aa A A o 1] ~ Y 3 Y]

A ANuAanaainanmstuedlsignilszmaer 1iluiaguesaaiala

< 9 A Y ] A A ] [ [ A
amanianldanuniontasliedluglvesnaradug i luauisasesiuiaguesaarai

Y X [ v o A 4 1 g).l
Usgmene 1318 Faniniaguesnanalagizannsasesiuinguesaaradun ldnaresuaiu
Y A o o v ] o @ ] [} = @
apauanyuzANUFuRUTIuAaTIN-Aa1agAAU (Sub class) AI081U3Y UNTTENIAAD
{ g @ 1A o [ l @

ulsidluinguesnand Integer 10113 naioazih I gnaulinsudasdiegluglvesinguos
AAd String  ¥9AA1d String lid@ 11505095 UTAUDIAAE Integer 18 231 lTIRAR I

a Iy 1 1 9 493 (% d' (% d'
Aanaaszinmsuasingedis lugndesiuaagii 2.3 lunsseiadn s

1 puoblic clas=z ClasgaCastEx {
2 public static Object num = new Integer(3):

4 public static woid main (String args[]) 1
5 String str = (S5tring) num;
& System.cout.println("String i= " + =tr);

3111 2.3 dedvesred InanmaanuAanaalsznniifaninmsulasingueaniu

] ] Y
%1’3']’&’]8]']\1ul,1lgﬂﬂf]\1

a d d A H o
2.1.2 anvAanaadszonmsBenlFe1sisanuveuuninyua (Array index out

of bound exception)

S o

A a A a 49@‘ % 9 Y ~ I 4 4 =
ﬂ@ﬂ?TNWﬂWa1ﬂﬂ53UWWHﬂﬂmuﬂﬂIﬂiﬂﬁ?Nm@gﬁﬂNﬁﬂBﬂHﬂﬂuﬂ?iﬁﬂ(53NﬂQ
S da Jda da & Yy 9 s oA a A Q¥ ¢ 9 o 1
®1niﬂaﬁ@aﬁﬂaﬁmLﬁmiﬂiﬁﬁimmaga@1iﬁﬂ@uﬂ)Tﬂmﬂﬂﬂ1ﬂﬂ1§ﬁﬂﬂ1%61iﬁﬂiumwuwud
Ay Y} ' o s & a o 1 3 v v
Vlllug]ﬂﬁmmm ﬂszmﬁﬁ’;u‘ﬂmﬁtiﬂ%m] Integer TﬂEJi]fNm!,mudclum'imumay‘mmhl’a 5
o [ T A~ =1 9 o 4 e’dyd = 9 4 o o oA = o Y a
@1uwuﬂLwnuﬂuﬂ1iﬁﬂﬂi%@auﬂiﬂ1ﬂiﬂuuﬂ1§ﬁﬂﬂ1%ﬂ1iﬁﬂiU@1uwu0715ﬂ¢nfhﬂﬂﬂﬂ31u

a 2 o oo = £ A I~ 2 o A
NﬂWﬂ”IWIJuﬂQﬁ’J@EJNGlHETJV] 2.4 FanaaNuAanamIuluysINai 5
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public class ArrayvIindexEx {

[V S

public =2tatic void main(String[] args) {
int[] wvar = new int[5]:
Syatem.ocut.println(wvar[5]) !

1 &y Ln

@ ] sld'a a d'Q =1 9 4 A
ﬁ?ﬂﬂTQ%ﬂQ%@ﬁTﬂﬂTﬂﬂﬂﬂ?1NW@Wﬁ1ﬂﬂ5$LﬂﬂTHﬂ@ﬂTﬂﬂTiﬁﬂﬂi%@TiﬁﬂﬁﬁJ

€an
=
=
e}
~

VOUANAHUA

a Y a d
2.1.3 ﬂTINN(”I‘W@W’Iﬂi%!cﬂﬂﬁ!ﬂﬂﬂ]ﬂﬂ]iﬁ1§ﬁ]ﬂf’luﬂ (Arithmetic : Divided by zero

exception)

A a A A @ %] = B~ = ] o 9
ﬂ@ﬂQTNWﬂWﬁTﬂﬂﬁWﬂTﬂﬂ15W1ﬁﬁﬂmmIﬂﬂﬁﬂﬁTiNﬂuﬂu()%31Nﬁ1ﬂ15ﬂﬂ11ﬂ

pubklic class DivByZeroEx {
public static int wvar = 5;
public static int num = 0;

[ S

public =s=tatic void main(String([] args) {
System.ocut.println(var / num):

1 &y tn

{ o ] { a a { a J
17 2.5 Modvosred InannanNuAana Il saNNINAINNTHITAI0gUS

€an

2.1.4 anuAanaalszianiihannmsdagluvudaviiligndes (Number format
exception)

= a d‘adﬂ [ d’dl 1 1 o Y Y
ﬂﬂﬂ31nN@Wa1ﬂVHﬂﬂ%uﬂ1ﬂﬂ1iuﬂaQ?ﬂﬂﬂNﬂ11M1%ﬂm@%1Wﬂ§1u§ﬂuﬂﬂﬂﬁm%

Q

H
S a

@ v v A @ A 3’, = Y 1

aegraanlugli 2.6 Amsdszmasulsunuaasaiiin 125w nintduiimsulasldodlu
I o o o v ] o a

sUnUDY0IRa Integer (auiluanay) Taoldmds valueor asliamnsavildsunanm

nanamuuluusInan s
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public class StrFormatEx {
public =s=tatic String var = "125wW";

[ IR L I =]

public =sztatic void main(5tring[] args) {
int x = Integer.valus0f(var):

oy LN

d' % 1 Bld'a a d’a [ %
3ﬂ7]26 ﬁﬁﬂﬂTQ%@ﬁ%ﬂﬁTﬂﬂTﬂﬂﬂﬂ??MNﬂWﬁTﬂﬂiZﬁWﬂ%ﬂﬂ%1ﬂﬂ13%ﬂ§ﬂuﬂﬂﬁﬁﬁﬁl

Ay D)
nligndes

a 2 a v a A o . .
2.1.5 ﬂ'J1NWﬂ‘Wﬁ1ﬂ"ﬂ!ﬂﬂ‘i]"Iﬂﬂ1561‘15Q]Hﬁﬂiﬁ!ﬂuﬂlﬂﬂﬂlﬂ‘nﬂTﬁuﬂ (String index out of

range)

Y
a A

A a Aa o 9 a 9 . ] 9

ﬂ@ﬂ?TNW@WaT@ﬂWMﬂUm@%a%uﬂmﬂﬂUTM(Sﬁmg) %ﬂiuﬂ1uﬁna1maga%uﬂu

9 =R [ g o (Y o [} v W d'
ﬁTN1§ﬂﬁﬂﬂQ1UﬁﬂEm%m@ﬁﬂTﬂiﬂm@ﬁﬁjﬂﬂHi(ChmaﬁmﬂTﬂﬂﬂTﬁﬁZH@TMﬁuqm@ﬂ@Qﬂﬂyiﬂ

Y 4 v o { 9 o & = UK o '
ﬁﬂﬁﬂ1§a31ﬂlﬁalﬁﬂﬂﬁrﬂﬂw1$@39ﬂﬂiﬁﬂﬂﬂﬂ1§ ﬂTMuW1ﬂNﬂWiiﬁﬁﬁlam@1uWuﬂm@ﬂ

'
o = @ < ' @

3 a d o a a L [} [}
ﬁ?@ﬂHiVMﬂumuTﬂ%ﬂﬁﬂTﬂiﬂ@ﬁﬂﬂB3ﬂﬂzﬂﬂi%ﬁmﬁniuWﬂWﬁWﬂﬂﬁ%uTﬂﬁ%u DBSTM%U(hJ
A = o A g = 1T W v W = Y X
gﬂV]Z71ﬁniﬂi$ﬂ1ﬁﬁﬁuﬂiﬂuﬂ10h4S[fFIﬂﬂMﬂ31MﬂTMW1ﬂUiSWQGﬂHi‘WQﬁTNWiﬂHHﬂQ
o 14 9 o A X |§’, 1 I Y K o A =R
1uaﬂ%ﬁu%ﬂWiﬁéﬂﬂ%1ﬂ@1uﬁuﬂﬂ()ﬂﬂZLﬂWuuu@iuUiiﬂﬂVl5Mﬂ1iﬁﬂﬂﬂiu@1uﬁu0ﬂ 3N

o Y a a é’
mlanaanuianaInvy

public cla=s=s StrindexEx {

(VU S

puoblic =static void main(String[] args) {
String str = "SOI";
System.ocut.println(str.charit (3))

(R |

d' (% 1 9 d' a a 9 a a d' o
g‘ﬂ‘VI 2.7 A19819090d IAATNINAANNAANAIAYILANNIS IFNUFAT BAUVBVIVAN MY LA
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2.2 TuAlAaveam¥19191 (Java Bytecode)

v 4 o ) v v A I 9 /sy A 7Y
doyanedny lud Inaminaueluirdetivzitludoyaveslud Iaangnaon Indaae

U

=

Java 2 SDK Standard Edition v1.2.1 luouinasiaiainen lnanluunidietaiuieaids

' 13 o A o ° A 9 o ' a4 v = =
LLG]ﬂGHQ’E]@ﬂllﬂ Lmﬂﬁl\iﬂﬂllaﬂ‘]elill%ﬂ"liﬂ%ﬂ‘ll‘lﬂﬂﬂ?ﬂﬂu’ﬂgiﬂfJGI,‘Ll‘V]‘Ll“’l]%l,uuhlﬂ‘lﬂﬂ15ﬁﬂﬂ1

9

A v A o o o T Y I o v
mmﬂunmmazwaﬂmﬂumﬁﬂixmaNaﬂmwﬂﬂuﬂﬂmﬂuﬂaﬂm 3]

Iy Y A A 9 A A S 1A o a

ludTaa Ao MME1ADNA1VDINAUIATBIABNNAADS 1FUASINUN BB ALEVA

o [ o I o & A 4

YOINIF HazFNAANA (C and C++) Taa1nlud Idadugamdsi ldainnisnenlng

v d IA Ay v s Y < =

¥oa 1aavnIn1¥19191 Hunae llsunsunldnnmsaon Indsea laaniv191110 109 @4
o o @ I 9 1 1 [} o ~ 9)

UM avedludlanvzainalasasanayuinved1dsunsy vurenus1nly way

< o ¥ ! 2 ° 2 <

anuis2lumsiszunana aaiudmind ldsuasund lud Inasumnailuaiulszneun
o q YV ¥ o o 2 o 1 v <

g ivaeslsrulteanudisiviuninaulunmsdseuiana wazdsaanalvinius 1vo9

TUsunsuanadnaie (Lievens, W., 2006) Tuaimranuiieimaisusea Inaudinzgn

o 4 1 o [ 4 %

uiin 3 lulWansega java uazaeutszgnaenIndleglugdvedlndnszna class @9

P2 s o P A
asoadalud laaain lwdnsiinsaou Indudi1voan1u19171 (*class)  1dad8va1eIs

Ar0d1ury My ldmainsgli 2.8

javac Employee.java

javap -c Employee > Employee.bc

{ o ]
517 2.8 Myad19lud Idauean1819121H1U Command line

Y

¥
o A

~ 2 Yo & . =2 o o a o IS ¥
%Wﬂg‘ﬂ‘ﬂ 2.8 Lﬂumﬂ%mm javap G]NL‘]J‘L!?H’(?( Wl.l*"ﬁ?l.lcluﬂﬁi]ﬂﬂﬁ!,ﬂﬂ’mﬂllﬂﬁiﬂﬂ

L]

o @ (% A { c’IB}é

o Lo a A Ao g 9 Y a vg o ¢
Tagmdatigaliduaenduqgnsuiulumsasilud lnazaldesvraer 13 ludy lsdves

Oracle Inc. (2004) daae lli
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-1 uaaIHIeaYUIINatazmINawlinelu
. o AN o I .
-public uaaumwizAaduazawlsnlanyaztuiuy public
o AN o I
-protected uaaumwizaaduazaulsnlanyaztluiuy protected
. (Z A o I .
-private uaaumwizaaauazawlsnlanyuztunuy private
- ILE A4 type signature
o
- nandludldaves Tsunsu

a a 4 a
Tunmsadriaitnmsasrvmanudanatalulud Idavesn1u1912142035 015
g’/ v W o { 4
nSeuiieusduuy (Pattern matching) Hudvsooanuazunslud laan laainmsnonlng
! ! o o ' 3 o W o
yod 1aa Fanilagamdlurealdaeivansauondes ldiludnuaromdevesludlda
v ¥ o & { ' J I 4 A,
wiudetudunezuuclud IReeenilugaqiionnudzainlumsufeuiouTao 1435013
= = as o A 1 o v IS Y Ao
nlseuieuginunaaluniivzerdeismsuiegamiaa lud 1An1na1u398904 Lance, D., R.

9 1 ' o ¥ KR o q YY o o Ay Y o @
H. Untch, et al. (1999) Lell'liJ'l“]f'JflGIJUﬂ']illU\iﬂjﬂﬂ'lﬁﬂ %WnslwmmmﬁﬁlwaaWﬁWlﬂmﬂmﬁﬂu

javap adenouive 15 lumssagiuuylud Iaa Iy au

110317 2.8 Wumsdalianen Indue 119121 Java compiler) a¥13'lud lud 1da

2 4 A ! o oA o 7 4
Yun191nsoa IAANTo Employeejava  Hamaaninlane ldanussylua laaludoe
Y 2 [ ' o o
Employee.be Iagluasuillud Iaafn ldawsoewianunls vazeusanlanissiniau
] ) = I @ v A 1 k4 Aav
as19ve41sunsuanehuenilufiay (Flowchart) aaiina1e11391398904 Zhao,
1 o ~ @ ' ' I~ o w 1 = 1
G., H. Chen, et al. (2008) u@ lud Iaadn 1ads liamnsoautiseen Huyadidegoslaiiounil

A ] 7 v o 1 ~ A
NTUUIFDAATTLASIUNDALNIUY mm@mﬂmmﬂﬂugﬂm 2.9
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Compiled from Employee.java

class Employee extends java.lang.Object {
public Employee(java.lang.String,int);
public java.lang.Sstring employeeName();
public int employeeNumber();

}

Method Employee(java.lang.String,int)

aload_0

invokespecial #3 <Method java.lang.Object()>
aload_0

aload_1

putfield #5 <Field java.lang.String name>
aload_0

10 iload_2

11 putfield #4 <Field int idNumber>

14 aload_0

15 aload_1

16 iload_2

17 ;nvokespecia1 #6 <Method void storeData(java.lang.String,
int)>

20 return

OoOUVThRO

Method java.lang.String employeeName()

0 aload_0

1 getfield #5 <Field java.lang.String name>
4 areturn

Method int employeeNumber()

0 aload_0

1 getfield #4 <Field int idNumber>
4 jreturn

511 2.9 e lud Idan 1annnsgdas javap

{ <3| @ [l o ] 1 . :
1n31N 2.9 Wudedrevedludldnedieiie dszneulifirodod instance  wila
< v o A = s Y Aq Y Y
constructor A a1LNBA lagriussnausnaestsazdeaved Iidsea Iaaannldadia
o o 4 s 1 o A 4 ¥ A
TudTda vssnausnaoye Indwea laanld ussnanaesneyenaiadlaslsnaudinaralu

' o { @ <
MBI TUNAINAATE javalang.Object TIUVITNANMADONAIWUTTNAVLLT]

=

v

A <3 A A ] o A o I S Y A o Y ~
constructor  HAZINYFIIUNOANNDY Tm“lumimauﬂ ﬂmmamﬂu‘lmiﬂwmﬁum

'
(2

1 < x < 1 @ o { g’/ k o .
szuanalundaziunes Faazmunianyazmdsnduuazlunilaussnasziimeanila

v
[

Y
MAUNMUY
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o v a A % o S 1w ° o
Gluﬂ’]ﬁﬂ‘ll;]ﬂ@]ﬂ’lﬁ (Opcode) GUfJ\iulﬂﬁiﬁjﬂlﬁ'mgﬁ\uﬂﬂlﬁu’)']@ﬂy§u1ﬁﬁ}1§]3llﬁﬂm@\1
Y
o o o w o Y < o @
ﬂ1ﬁ\1'ﬁ]"ﬁ]¢n\1ﬂullﬁﬂﬂlﬁ\1 ﬂﬂ1ﬂuu§]3lﬂu "Iﬁ\iﬁl‘ﬂ HOUNU 13U aload 0 Ua% iload 2 9%
' Y o 0 v A o o v o & 1 A o A
ﬁ']ll'lﬁﬂlﬂ_l\‘]@ﬂﬂulﬂlﬂuﬁ’]llﬁjuﬁaﬂc]ﬂ@ NHIUINUT (Prefix) AFY LASATIAIN AINITUAAN

Tugaa 2.10

Opcode Prefix Mg Anan
aload 0 a load 0
iload 2 i load 2

511 2.10 fed1amsuonmdel§iiams (Opeode) voa'lud Inan 1819121

A @ o 9 s 1 =< 9 a =K d'dy
Tugaa 2.10 9pUIIMIN a Uaz i Yavendalszinnvestoyaiimaegiasde il

U

A =2 9 a o 9 g i =< 9 a K 9 dy
f19 a ‘IriJJ”IEJﬂ\'i?JNf’NllﬂENGUEHJ“ﬁ Object LAY i wmammamawagaﬂizmm Integer UDNIINU

o Y A A AYy Y a

Ionyrihmioug i laesuiee1 13 1uunanuue Lievens, W. (2006) (¥4 b A3

s

Y a

=2 9 v W A 9 a KX 9 A 9 a
919940370ya1/321AN byte AI0NHT ¢ ADNT1DIDITOYAILIAN char Az d ABN13H19D4
) 3| 9 o (] g 3 A 9. 1 1 ! < 9
doyailszinn double 1udu lumedniimainiEeonldne load vuredenmsorumiinue’l3
Tunuud12091128A211U319999171 Tagd LN IN158IUAIIZYNTZYdA 191N

d'dy o ' dl
Lﬂﬁ@\ﬁ’ilﬂﬂ cnﬂumu ADANULUIN 0 LaT 2

]
(2

J ° o 1 [
TuluaTdavesnimrnigdunumdssivauninlunsissuiana uanannis

]
(2

o a2 o v A v k) v o 1 A ~ = o ~
mqmmmmmmmmm%uamgmzﬂmﬂﬂumamammmiug1J1/| 2.10 Tago1alu1emaan
o 1 9 a v dy Y a o o ..
@1%ﬂ1ﬂ1u@]1ﬂﬂﬂﬂllﬂﬂ'l\ﬂ@EIGI,HQ'IH’J%EJH%Zf]NfNﬂ'l’c’f\ﬁﬂﬂ Java 2 SDK Standard Edition v1.2.1
I ) = 9 J A 1 A a @ Jw A ] 1
Wunan Femnins lnunaaresuiuanaie vis luewaalimsnanes¥un Ivinn

o 0.1

Ao & A A a ~ '
'E-]'mllﬂ']ﬁ\‘]’f]uc]lwnlﬁiﬂla RG] \1 ‘]JLL‘]J‘]JﬂﬁGlﬂ’JnJG]N’é)’é)ﬂ”hJ

Tumswannaeddulsatenizin wevzioon ldldanudeslasumsaouing

@

TasaauIngae aa“lmﬂ"lﬂammﬂa class “N‘Uﬁiﬁ]ll‘im IRanidnazadetunsuasoaly

L aq Y A VA =\ . A 3
msmu”lwaTﬂmﬂsummcﬂmﬂumymi’m HALHBDIINAIY complier MY Uve9NIHIIN
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= 4 = . . Aq Y Y o
199 LAZUNDIVIAUNYU (Java Virtual Machine (JVM)) Vlcl‘lﬂﬂuﬁﬂWWLL’Jﬂa’E)JJGluﬂﬁVH\ﬂu

' ]
o v A 1

2 o Y d 1 A =
Yoy e W Ivyand %Uiiﬂ@ﬂiuleQHTNﬁf]ﬁ .class HANANWIINNIHUATO a1

Q QA

a v J v ~
ﬂ']‘]sJ']‘ﬂ']'JHJW@ﬂﬂWiﬂﬂlJll“Wﬁﬂ\igﬂ‘ﬂ 2.11

Java Program Execution
Souce Code Byte Code
1 2 2
; ava Virtual
Java Program [—>—] Java Compiler |—>— ‘ vMalchlijne
v
4 |
Instructions
Operating System &
Output < — Hardware Platform —

5U7 2.11 mahTdsunsunimam T 15w (Gupta, R., 2006)

> A Y 1 J (g J .
vl 2.11 ewed laarunisnen lnavindinen lndveda191 Java compiler)

Fovdesudamadninlane ludlaa Feawrroihlusuldlunareszuul fiidansiing

¥ A

a 4 = P A J = o Y A d (% 2
@]@Gl\‘]lj@i"]f')ﬁl,!il"]ful@'luh Gﬁﬁlﬂi@\ﬂ\l@lﬂﬂi"]5'3'(3l!ll"]fuFl]3‘VI1Wu’lﬂlﬂuﬁﬁllﬂaﬂWE'ﬂuﬂlu@@u

A o Ay ¥ s o
msﬂizu’mwmwauﬁmwaawm"lmmmsﬂsxmaNa%Wmm (Gupta, R., 2006)

A s ad A A [ @ =2 9 @
IUBDIVINNTHIVIN l,l,azm’nuwamxlaiun%am‘ﬁnauﬂu HASUNISWADINTBUNU
v 9 9
A a o o

' o @ o 1 4 A @ 2
Uﬂﬂﬂﬂ?iﬁ}ﬂuﬂﬁqﬂﬁﬁﬁu’ﬂ ﬂ"IH"Iil”I’J"ILLaSﬁ]"l'J"ILLWﬁ@W\I@ﬁ?Jﬁ@ﬁQL?\EJ’JﬂH NITIUUNITDIAN

L i
A A 2q 9 o

Y o v [ 13 J @ a3 o =
g uImAuuaMuFaIRteneen NNy Tasaiyianiuawinlsd s ey
] 4 o [
Tisunsy druanunaaeiufsaninuiadoudmsumslFaullsunsuniziain Tasil
4 o A 4 = . . v
p9A52NOUNANIAD 9171105 ¥IALUTY (Java virtual machine) 1Az AGI 1UsUNTUIIATTIU

9171 (Java standard library)
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“Talsunsuithauouauwaaredudu Tusuiuzdesairadronminingu
81992190151 luneu (Python) wiemu1aua fld dunniuiansati U diann
Tsunsudmivunaarleudu Idsumoriusy aoulwasd e awrsanen lndTusunsy
fFeudronyan i 1dlae lidedlFmessanudu”  (htp:/th.wikipedia.org

/wiki/H18¥19127)

A 3 = 5 Y o 9 & a v 3 = o

L‘W't’]ﬂ'g'lllLﬂl’liﬂiui’lﬂaglaﬂﬂﬂ]'ﬂ\iqﬂﬁIﬂﬂ GLUW'JGU'BUQ3@ﬁﬂ’lﬂiﬂﬂ’iuaﬂﬂ’liﬂ’l\ﬂum@\1

4 = ) 1 @ IS Y ] = Y
%TJ"IL’J’E)TD"JmLN“Bu’N'i/l?\ﬂllﬁ')llﬂ‘ﬂulﬂ@jﬂﬂ@ﬂ%ﬂi “]N(ll!‘UVIﬂansll@\‘] Haggar, P. (2006) llﬂ

Aa U 14 o [ [ ' {q o
@‘ﬁ‘]J’lEJ'J'ﬁ]TJ'IL'JE]iGH'JﬁLHJ%HTI'l\i'luiﬂﬂﬁ]'lﬁﬂﬂﬁﬂﬂ’lﬁ"]]'ﬁ]\u!ﬁ@ﬂ L!ﬁﬁglﬂﬁﬂﬁiaﬁﬂigﬂjﬁWﬁmﬁN

ee

4 = v 3 o v 9 ds! Aa ~
1 UIDTFIAUNTUIZTIAN NS UAE S (Frame) TﬂfJL‘V\I’iiJ%Qﬂﬁﬁiwunﬂﬂiﬂﬂnmﬁljﬂﬂ
] o & o A o Y 2 o a
lunaa LV\IijJFﬂgﬂigﬂaﬂvlﬂﬁ}jﬂllﬁﬁﬂm@QﬂTﬁQﬂuuuﬂ’lj ﬁjllﬂjiujgﬂﬂﬁ}'ﬂQﬂu LLﬁ%ENE%}Nm

Y ] ' @ L g < v o {
lilgamaaunuainada (Constant pool) Fuilunaraveuuneaifogiiuaslugili 2.12

012345 .

Array of local variables

Growth

Constant pool

= -

Operand stack

g 2.12 AAHAZVRWUTIADUNTNYBI1NBT W IAUNFY (Haggar, P., 2006)

4 o @ [ A @ T W 1
915 158vd)sszaunesaudideaisanlen1319a168u1)5 (Local variable table) 1
< 1 a 14 3 Y dyw < 1 @ o 9 A A = 9
Lﬂ‘]Jﬂ”IW”Ii”I‘JJL@i’)iﬂI@QL?JVI@ﬂll'J Ltazmiwu&mm‘umﬂl’mmuﬂiizﬂﬂﬂmau@uﬁ’]ﬂﬂmﬂ
a /9 o ' < 0 s v 2 g & 2
Wﬁmmaﬂumtmumiﬂ%gﬂmuulﬂumuﬁuw 0 Tﬂﬂﬂm/\liumﬂuuf\lﬁﬂmmu constructor

A . o [ ) oA < 1 a Jd o o 1 o
1139 1nstance mtmma@"lﬂiumtmum 1 SNUMWITIUIABIAILIN uaﬂummmaﬂllﬂ
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° a Jd o @ ] { . ' a 4 2
MUTIUIUYDINTNNDT 1S VIUNDAUVVAIN (Static method) ATVOINTTTIUABITISIINYD

Dol lud i an o nazdaldamdisu

2.3 manfSaunauzduuy (Pattern matching)

Yy (Pattern) Ao oUNTNVDIABNYIN IFd 1M TUAUM Tudon1W (String) Falu

3
av dal PR Aax [ 9 Iy Y ~ o Y a a
et ldiuismsnanlumsaumgduuuves ludIdanezihldinannudanain msiz

A o & IS Y A A A g =2 o v 9 A
L'L!fN‘ﬂWﬂﬂ'lﬁ'\‘]aUENuh_lﬂiﬂﬂNgﬂll‘ﬂ‘]ﬂﬂﬂ\‘]‘VILL'@%HJ‘L!?J'Wl3§'I‘Llﬂ\?ﬂ'lﬂlﬁﬁ'lllﬁﬂﬂlclﬂfﬂﬂuﬂﬂ'lﬁ

Y

wWivudensdunulumaneuienmaels lwideiaziinaus idudsimanSouion
4

sUnunlunp Perl Famwiisduuvieglddunnzegneluaiosnineaig / wu /cav |

I
Je*t/ 1A /cat+t/ 1T udu

Taglunw Perl 92 191n309na0 = ~ oSS ouiisunludon1iu (String) Hgduund

Mnualsznevegalense luasiuaaalugili 2.13

Sresult = Svar =~ /abc/;

717 2.13 dregumsnfseumeuziuuuluniun perl

{ < 1A i { i @
vng 2.3 Wumsdaumnlgduny abe  agnmeludonduiegludiuis svar

v

[l ' 9
wio luTaoradnsn laazandu I3 ludauils sresult daamindlulyldne a5ansomamniv (lu

U

B Perl %:LLmuﬁ"saﬁ’mam 0Lz 1)

2.3.1 @onvsziiadlumsnSeuieusduuy (Schwartz, R., T. Christiansen, et al.,

1997)

A

Y o @ a da! 9 Y ] ~
Tumiw Perl Idmvuasnusiasvume ldununsaiieya1eg lumsufSeuieuy

2 Ao ~ o @ AAa 9 [ dy
Eﬂlﬂ_lll HINDNUTENEN ﬂlu‘i/luflllclslfﬂu JU
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=2 9

o A o A ] 9 A ] 9 L o Ry 9y
BNUIE + HHIWOI UBNVIENOYUNUUUATIINNIY + ’E]fJNu’E]EJWlNﬂ'JCﬁQE]'IW'IﬂGl“If

=5 ° Y

P = 13 9 1 A A o ]
LﬂEJ’J‘]ulllllf)ﬂﬂli%lﬂ?ilﬂ%%ﬁh%’lﬂﬂ uliJL”lJlHlfJﬂ’Nll’JN‘] 1P Nﬂﬂﬂli%ﬂi%ﬂﬂﬂﬂg

1 9 é v @ (% ] % 1 1 dy
DYNUDINUIAIUULDI ﬂQLG]f‘LlG]”JE)fJNG]’E]lITJ‘Ll

9 A o A
ﬂjammmmmugﬂuuu /catt/ A1D
cat
caat

caaaaaaaat

Fludu

5U7 2.14 MegumslFonvse + TumslFeuieusduuy

= o 9

o = 1y A o A o Y A A A o
onvse * nnens Judedisnuszimimiuaiesnuie * wie Uonysziimih
4 1 < 1o o 1 = P~ 1
s lan 1@ lusiie wu dext szliziuvunisenevegludonn df,
3
def uag deef 1udu
4 @ a < @ 4 °
iedeamslgsnyszmeanliilusnuszsasuaniei IS ouien jauuy
Y Y v ) Y o [ J 1 =< 9 ]
92ADA1FENUITL \ INIUIONUTZAINAY 13U A*+/ Mg nrglutendiuaes
] X o d
Usznov i@ * egrateeniisin iudu
Y I @ < Y 2 o o
852 . iunene Wusnuszlagnldendusnvse lumsyuussialug wu /d.e i
v 9 < Y
JUUVATINVYBAN ddf, def oy dduf Tluau
Y 3 o < % o 1 I { '
onvsz 2 aneds itfudnuselannlaniied wu 2o Hugduvuilszneveglu
&
BRI bar, ber 1Ay bir 11 udu
@ @ =3 Y < o A 1 @ A o
anv3e [PYNITNBNVIL] NINed vzdeuilusnvsyinledluoynsusnvszimnua
, 4 C 2 - 4
pgmelunoming [ 1 1muu iy 01234567891 aziigiuuunegniely

oAy d2f, d5f iz dof udu
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2.3.2 Anchoring pattern (Schwartz, R., T. Christiansen, et al., 1997)

o dnvsz Auaz $ lumanfSeuiisnzlunuTasniesnine ~ sz ldmemldnilandnasy
A o 1 Y 9 A o = [ 9 A Y ] LY
nmrueegninga ludeanumimnseumey uazonvse $ azlave Iuulansnyse
A o 13w A 1y 9 ' = £y I A
NMvueedluenuszNodiegaveunn N 15U /Adef/ 118D JzAD U UTDAINN
o (Y] 3 I {
FNUTTAUAMITAVUAUAIY def  uaz /def$/ U899 rdouiludoninunaamedie
o %] I
NUIZEAIND def 11U
d‘ [ I Y Y [ Y [ =S a3 [

e eonvsy A Unngiusnuseamsnnaenusy [ (CeynInonvsz]) nuedd Wusnusy

< [ H 1 o { o 1 H
laanldenidusnuszNilsznevedlueynsudnusenmimua 1w /deElr sdigUuuui
1 I
Usznovegludonny def, dgf uaz dvfitludu
] o 1 o I 1% 4 I
o onusy | 1 lFAuNaNITTNINOYNINENVTE (/OYNTUONUTE 1 [PYNTUBNUTE2/) oy
19 A o ~ S Y Y v
nmsunuNdeanumhmufFeuiengduniuvezdesisznov lildreoynsuonuszi
A Y o ' ' & 1 . =2 9 A
vanilsznouliUdreoynsusnusz2edialaod1aniia 1mu /defighi/ Muneds Toanuiag
° = Yy @y A Y Y A .
wmfeuisugluuuszdeailudonnuinlsznonlidreoynsuonuse def Wio ghi
1 1 lé 1 g’/
AN GG IAN AT IR (RATAT!
[ [ @ g {1 [ I [
® $nUTy\b 1AZENUTY \B a099nvuizia g luanurnenaiany Tasduilusnuss \b
) A o ~ y X 9 g 9 o & v
U199 ToANUMINNTUNIVILADUUAUAIIOYNINTOANUNMHUAKIT DAY
) ) Ao \ = v A o a y X 9
ABBYNTNIDANUAMHUALTY Abdef/ NN oA uFounsuaosruay

A 9 Y v 9 o = 9 A o =
MI0 aINYAY def {lu'ﬂN@]i\iﬂuﬂﬂM@ﬂﬂJi% \B #1803 ﬂJ@ﬂ’J”IiJVIl!”IﬂJH‘iJ%EJ‘UmEJU

v W2 g oA ) o RN
g‘ﬂLL‘U‘Ui]mmllwuu@um@mmﬂmﬂ@uﬂiueﬂﬂlizﬂﬂmuﬂ

2.3.3 onvsziimmuaareninlumsiZeuiieugduuy (Humbad, S. N., 2004)

e \d e Whudravimnudulagnld [0-9]
o Do Fusnuszlandlan lilddaus i [20-9]
o \w nueda Wusnuszlsnalan [ 0-9a-zA-Z]
o W nnede Husnuszlan i lilesnuszaling [* 09azA-Z]

3 o { < 4
® \g ‘mﬂﬁlﬁﬂ !‘IJL!E)ﬂﬂligﬁmulﬂéﬂﬁﬁiﬂﬂ"]ﬁiﬂﬂ@u [\\t\n\f]
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3 o g 1 g 4
o \S yuena wuenvszn ludluasoarueIssnnou [Nitn\f]

'
A o

o (@nusziiay) ldwevadrdsivhmsnSouiion Feamwisndeoeldlagld
Y o o 1 =) [l 9

WUy 1anud 101 15 /fred(.)barney\1/ velglunvegludeninu

] ] ] 9 I Y

fredxbarneyx um"lmgiumamm fredxbarneyy Tuau
o lumsnfieuiieusiuaudnvszilsingogldonvszien { 1 Fseznan
@ dal I @ ~ o o A ] =
onvsetaziudnaunuens uINVeIenYIENIL51ng 1Y /de{1,3}f 92l

! 9 ' =) ]

suvvegluTenI I def, deef 1AE deeef @I /de{3}/ el VOYIY

v 9
FOAMY deeef 1MUY 1AL /de 3.}/ MU8DIILADI1TLABUAIIONUTL ¢ AaLe

Y
awsavu e Shudu

2.3.4 dduanudvglumsnfsaunauglsoy

v
a A

o () msvanasnlseune
® +*9+2%7 {nm} NUINBNUITNUIING

® ~ $\b\B Pattern anchors

0w a wa S Y . .
2.4 ﬂ151&ﬂ1ﬁﬁﬂ§]ﬂﬂﬂ1ﬂlﬂd"lﬂﬂiﬂﬂ (Java Bytecode instruction table)
Y = Y ax a SYY Y o & A 9
M1nAeeNINrad 1 mInsnaeunnuAana1nIn lud laaudl sutlunezdes
9 = o & 1 ' o o = o ' = 9 2y o
mlﬂfu'i1ﬂazL’e)EJ@mmmmaumazmawmaamzllsuazmmuamq"lﬁ “Nﬂ1ﬂ!,"llﬂi]ﬂuaili]$1m

{ o & Ao a a o <
Tdansonvzdhladsginuvvesddsminldinaanuranarauaz aunsathunadraily

v

9 Y Aa o o

{ o o o o @ g
BmslumsaumIdluiga Taglumsinanedmdewesludlnaluiade ey d1ededidenn
J = Jd o Y & = o v o v v o Y o
1IBIFIALNTUNOTTU 1.6 111U F951002100AV0IMTIILUAAINNEINUAITNYT 1A

A1519 TuMANUIN . (Harrison, T., 2006)
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2.5 gudoya H2 (H2 Database)

e

Y
v A Y o

lumsIseasatiazdevinmsdautiagamdunows sud s umsnfseuisugduny
A4 A Y gao 1 v 3 o & ) ¥ =
wennsuaIIIUNYNMITanUamd luglunuvesteyaluguveyamunzauiga

A o 9 [ 1 I ~ 9 = o 1
mmmﬂaﬂymzmayja%gﬂﬁmuma@mﬂmzmﬂu%ga (Records) HALHUISNUNITUINLLE

Y

o & = ' Ay it D) D,
a3Gléﬂﬂ'lﬁ\i’@@ﬂlﬂullﬂagﬁglﬂﬂuﬂlﬂy‘a LAZUDNITNU \‘]ﬁ']w'lﬁf]ﬁlslfﬂ'n%nﬁ@ﬂfn?ﬁll@y.a (Query)

A ~ ] . ~ a v A A
“I/IiJﬂ’JHJE‘TﬁﬂGl,‘uﬂﬁlﬂ%ﬂﬂm&ﬂgﬂlmm%uﬂ1ﬁﬂ Like Glum‘iuﬁ&mmﬂﬂﬂﬂﬂi]ﬂ IUBDNWITITUN

D) = o Av Yaow Y IA D) ] ao A 9
gmmagamwmzﬁunmma g W ﬁJllmaaﬂgmmeJ.a H2 3Jﬂaﬂumi’mmummﬂgmmay’a

A

E4 [
Ulnauauianseauigitenariu uazdsemnsosiauluInuadsnuTysunsy (Embedded

¥ o o { o D) v
mode) DnNIGuTlugudoyantlameyod lnnvndiy

[ [

319 2.15 Y ﬂmimmgm%’ayja H2 (Muller, T., 2006)

YA o 9

{ Aa 1 I
Muller, T. (2006) gnsanngiudoya H2 ldssuree11ingudoya H2 Huszuuy
[ o v 7 o 3
1AN13g I OYALUUANUTUWUT (Relational database) QANMUITUAIINIHINII 115D
Y [
ol udslUnuTdsunsy (Embedded) 1agunugnane — u3iane (Client - Server) 43

vinadszana 1 wnglug

9 v o

= I 1 4 v Y A~ ] Ay
J1uvBYD H2 ¥ ﬂH‘El!$L‘]J‘LJI’EJL‘W‘L!"])”f)iﬁ’QﬂLWEJLLWiﬂNLLiﬂLN@‘]J 2004 us L‘]J‘ngi]ﬂ

a9

'
a o A o

' @ 4
w1n1udl 2005 Taers FurimuIAe Thomas Muller ApHMIUTDUTIUA Tv LAz oBNBI T

Y o

TnainnGesn malansmnuguaves Mozilla Tusede Tasen1s MPL grudeya H2 aivayy

I = I Aa Y v o 9 1
UINITIUNIBT SQL WUran ¥90181 SQL LTJ‘L!‘VIuEJlJslGI)'ﬂu1ui$ﬂﬂﬂﬂﬂ1ij§']uallﬂl]"ﬁﬁ']\1‘]

9
= 9 v

1 4 ' 4 o A @ v '
UBNIINUITUUDY D H2 ENidJ’d’JuL%@Mﬁ@%ﬂ?\lﬁll’)iﬂiﬂﬂiﬂh?ﬁiﬂWUﬁaWﬂﬁ’JL“}ﬂl JDBC

U

PostgreSQL Las MySQL L?Juﬁ’u



2.5.1 paanlfauYa9gIuTala H2

o—

g { < @
Pugrudoyaninnudrgalulegiiu (we.25s54)
S o I ' J
vanyauztlulomiuyosa
a oy 3‘;
WEUAIEATHINNNINUA
aHUaAYUNIATFIN SQL tag JDBC
o kY 4 [ ] 1
o lanauudsnyTilsunsy vag gnate — e
5995UMIszRIanauDUgULIY
=) v
uanuilasanyga

o A 1 A 1 9 [
TOUTUMIFONADH AL MITFOUADNTONAY

< %
Hyuaan (ﬂﬁzmm 1 LiJﬂ%thﬁl)

o o g’; J 1 o
i’fN'i‘lJf‘lﬁ‘i/lNTu‘VNLLUUSSUUIIWﬁ HAZUUNUIIAIINDT (Memory)

A k4 d' = U U v d'
2.5.2 AUTNUAVDIZIHUDY A H2 WNAMNEUNUNUFIHVOYaD U

msufFeufeuguainialuideiiaz ]y H2 1.3, Apache Derby 10.8, HSQLDB 2.2,

MySQL 5.5, PostgreSQL 9.0 iilugudoyail S omien

A = wa 9 o 9 A
AT NN 2.1 ﬂ’]ﬁﬁ_l%ﬂﬂlﬂﬂﬂﬂmﬁﬂﬂﬁﬂlﬂ%ﬁ’]um@ya H2 NUFIUVDY AU (Muller, T., 2006)

23

Feature H2 | Derby | HSQLDB | MySQL | PostgreSQL
Pure Java Yes |Yes Yes No No
Embedded Mode (Java) Yes |Yes Yes No No
In-Memory Mode Yes |Yes Yes No No
Explain Plan Yes |Yes Yes Yes Yes
Built-in Clustering / Replication Yes |Yes No Yes Yes
Encrypted Database Yes |[Yes *10 |Yes *10 No No
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A = o y [ 9 A 1
ATTNN 2.1 ﬂTiLl'diﬂﬂlﬂﬂﬂﬂﬂ!ﬁwﬂﬁﬂlﬂﬂ;@u%ﬂy‘a H2 U3 uUayan (Muller, T., 2006) (919)

Feature H2 Derby | HSQLDB | MySQL |PostgreSQL
Linked Tables Yes No Partially *1 | Partially *2 |No
ODBC Diriver Yes No No Yes Yes
Fulltext Search Yes No No Yes Yes
Files per Database Few Many |Few Many Many
Row Level Locking Yes *9 Yes Yes *9 Yes Yes
Multi Version Concurrency Yes No Yes Yes Yes
Multi-Threaded Processing No *11 Yes Yes Yes Yes
Role Based Security Yes Yes *3 | Yes Yes Yes
Updatable Result Sets Yes Yes *7 | Yes Yes Yes
Sequences Yes Yes Yes No Yes
Temporary Tables Yes Yes *4 | Yes Yes Yes
Information Schema Yes No *8 |Yes Yes Yes
Case Insensitive Columns Yes Yes Yes Yes Yes *6
Custom Aggregate Functions Yes No Yes Yes Yes
CLOB/BLOB Compression Yes No No No No
Footprint (jar/dll size) ~1 MB *5 (~2 MB |~1 MB ~4 MB ~6 MB

*1 HSQLDB ﬁﬁﬂﬁuulﬂw12’,91151\1LL‘]J‘]J51T’0F|’JHJ

*2 MySQL aiuayumstion Teaa131901814%0n 1519 'federated tables'.

9 9
*3 Derby %zﬁmiﬁuuauuﬁ’mmmﬂaamfJ HAZNTATIVADUT VAN IUIINNITAIAUNTIUY

o o { '
*4 Derby ﬂzﬁuumgumww15Nl,mumﬂsnﬁmuiﬂuaammu

¢ . 9 I 9 2
*5 TulWduwena jar vesgiutoya H2 vzinudeyanisa

v g
N139ANUY

*6 PostgreSQL A 1/a1 1%

ALK UILUD

co 1 2
WanFumIuu

@

vy ' A =
13810 uagrudeyadouay laill

9
Y

9 @

U
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*7 Derby vz @ NsnUfulurnveswadns lam lifimsdaiFoamsaeuniutoya (Query)
2
Y
9
*§ Derby limivayumasguil
I s
*9 11jaimsld MVCC (Multi version concurrency) M1HU
= ' 9 A
*10 Derby t1az HSQLDB hifimsaeugiuundeyaia
9 '
11 mytszwrawanuuvaemsa lignldlumsasawuuilsnd was lumiveyuie 1y

MVCC.

2.5.3 slnvumsivennevesg1Udoya H2

Triuadanuli)sunsu (Embedded Mode) TuTnuatigiudoyaszgniyounslng JDBC

v

& ~ ' 3 2 ' A Y o A 1 9 9
“]Ni]%‘JJﬂ'J1‘JJ\°I1EJLLE1$§’J@L5’JL1J‘Ll’(’)fJNlﬂﬂ E]ﬂ‘VNEN?HlI1§E‘IL‘]5'(’)3JG]E]:§11A"IJE]‘JJ”E1W§11?JG]jpuellﬁ]lql”ﬁ

A

¥ o A A ' A ' & 9 < oY 1 5
‘Wi’E]lI‘]ﬂu‘l’ii@tﬂ@ﬂﬁl%@‘h@]@ﬂﬁ'lﬂ“]ﬂ'liL“]f’E]iJ@l’E]GluWu\‘I§1uGU@‘JJ”ﬁﬂ’s’f'l‘JJ'lii]‘l/]'lhlﬂﬂm\‘Ii’Jmi’J

< v

' o o w 4 1 ! s &
uamsvhaululnuatigiudoyaszgnding (Lock) THamisaouae |14 Insnilayonduas

7 s <A o A ' Y v s o A v S
NIUU ﬂ1ﬂ‘3]f’é]’1/\|@]l,!,’33’é]ui]Z‘1/]1ﬂ1iL°])"E]3JGIE)%Zﬁﬂﬂiﬁ)ﬁlﬁ“]fﬂwmn‘ilﬁﬂﬂﬂﬂﬁﬁ)’ﬂil@l’é]ﬂ’é]ulﬂu

[ 1

ey l1lises

Embedded

Application

317 2.16 msvhamvesgrudoya H2 TuTwuadenuTasunsy (Muller, T., 2006)
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4 4 ] (B ] o 4
Trinauae (Server mode) tifol45uunmsitonaelulvuuauiviosondiasoy
Y = 9 Y ' A ' A = V °
degudeyaninszez Inadiedlurouas IDBC #3o ODBC H9uia1g9yuuean1g
Y o A ] A A a 14 A 1 A 1
HIAGONINNIATOINUIIHTODINAUALIATOINONNUADT NMIIFOUADHAIWNTIFOUADIIN
P ~ o N Y Y o a ] o 1
wargyendauisanrategaaunavso landeunulunanaed Fensiaunie Ty
' ) 4 ' ) s
ez 1933N 5Ren UM uas Truauuy TUfuseWdnI3 (Embedded mode) neldnis

ANTUDIAIIANTLUNVIY H2

4 . ¥ 2 AL ' o P
m3aroua luTnuatlazianuGE1nani Ivnuade lsusednas (Embedded mode)

Ay A

d' 9 9 1 ] ] 3 d‘ J 9 [
mmmﬂmeymmmgﬂmmuiﬂﬂmea TCP/IP umzmmﬂ“lumﬁumﬂmﬂmmawmm NU

1 o 4 1 v 0
NANALNAINT oNAUNT BB MTIBNADNS BN A UN T 1@

Remote
H2 Server

e
H2

Database

31 2.17 msvhamvesgrudoya H2 TuTwuauiaig (Muller, T., 2006)

9

Thuawan (Mixed mode) 1viuatidlunsnaunaiuszngInuadalduaendis
uaz Tnuauiiie TasazlzserduriusmyounogiudoyaluTnuadaliiuserdurindoudy

A ° ] o 4
liiJﬂ’]iﬂ’l\‘]’luﬁ']u"i,lI@HaEluiﬁllﬂl!ll"lﬂﬂ (%@W@]Lni l!ﬁ$§1ueﬁjﬁﬂﬁﬂ$ﬂﬂﬂigﬂj'ﬁwaﬂuﬁgﬁﬂ'ng

U )

kY

medenwsonuaz lusiwe) Feamsodnnegiudoya ldnaunnielu (Local) uazn
[ = 9 =K 9 [ Aa 9y =K = A 1
mouen uarnimsdinandown iy lusmzhinsdidnnaely @nsisouaelulnue

v J Jd 1 o < <3
dallnurerduregnoundr) sz lianusilumsdhtsdoyaanavanios
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Mixed Mode

Application

i,
H2
Database

3U7 2.18 msvhnuvesgudeya H2 TuTvuanay (Muller, T., 2006)

2.5.4 MIMHUA URL (NdMHUATHNANSHONAD

JIudoya H2 aduayumsionaeodniaInytale $ansiyeuaozgnivuasie

d‘ 1 % % 1 dSI
URL %Lmﬂmaﬂumﬁe‘lﬂu

A15°99 2.2 URL A 1¢ lumsivuamsiFouasgiudeya H2 (Muller, T., 2006)

stuuumsAam

vy URL nazdieena

Tnuauuy ldusendund

(Embedded)

jdbe:h2:[file:][<path>]<databaseName>
jdbc:h2:~/test
jdbc:h2:file:/data/sample

jdbe:h2:file:C:/data/sample (Windows only)

T¥iuALUMLUIBANNDT (Private)

jdbe:h2:mem:

TviuaUUMLUI8ANNT (Named)

dbc:h2:mem:<databaseName>

jdbc:h2:mem:test mem

Tviuauuy1861Y TCP/IP

jdbe:h2:tep://<server>[:<port>]/[<path>]<databaseName>
jdbe:h2:tep://localhost/~/test
jdbe:h2:tep://dbserv:8084/~/sample

jdbe:h2:tep://localhost/mem:test

Tviuauu1ep1U SSL/TLS

jdbe:h2:ssl://<server>[:<port>]/<databaseName>

jdbe:h2:ssl://localhost:8085/~/sample;
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135199 2.2 URL AlFlumsfmuamsiFoudsgiudoya H2 (Muller, T., 2006) (70)

siuuumsaem sUuuY URL nazd3eena

T¥msdhsvialnld jdbe:h2:<url>;CIPHER=[AES|XTEA]

jdbe:h2:ssl://localhost/~/test; CIPHER=AES

Mvuamieamsaadn g | jdbe:h2:<url>;FILE LOCK={FILE|SOCKET|NO}

jdbe:h2:file:~/private; CIPHER=XTEA;FILE LOCK=SOCKET

ivualdlf ladiogiudoya | jdbe:h2:<url>IFEXISTS=TRUE

9
AONUINIUY jdbe:h2:file:~/sample; IFEXISTS=TRUE

Mrualid lulinsia jdbe:h2:<url>;DB_CLOSE_ON_EXIT=FALSE
grudoyaiiio VM aums

NI

Mnua¥or I9uaz sWak | jdbe:h2:<url>[;USER=<username>][;PASSWORD=<valuc>]

jdbe:h2:file:~/sample;USER=sa;PASSWORD=123

MUUATZAVNTALN jdbe:h2:<url>;TRACE LEVEL FILE=<level 0..3>

jdbc:h2:file:~/sample;TRACE LEVEL FILE=3

19 o

9 [
Tvousumsasa1idan | jdbe:h2:<url>IGNORE_UNKNOWN SETTINGS=TRUE

vualnuamsdndelnd | jdbe:h2:<url>;ACCESS MODE DATA=rws

3 ML ayja“lu"lﬂﬁm ¢ zip | jdbe:h2:zip:<zipFileName>!/<databaseName>

jdbe:h2:zip:~/db.zip!/test

MruaTnuannunnuld | jdbe:h2:<url>;MODE=<databaseType>

jdbe:h2:~/test; MODE=MYSQL

Fumsyouaslvionlud@ | jdbe:h2:<url>;AUTO_RECONNECT=TRUE

jdbe:h2:tep://localhost/~/test; AUTO _RECONNECT=TRUE

THuaRAUIUUOA 1WA jdbe:h2:<url>;AUTO_SERVER=TRUE

jdbc:h2:~/test; AUTO_SERVER=TRUE

MUUAVUIANIVDY jdbe:h2:<url>;PAGE_SIZE=512
Judoya
1 9 1
nlagumsaang U9 jdbe:h2:<url>;<setting>=<value>[;<setting>=<value>...]

jdbc:h2:file:~/sample;TRACE _LEVEL SYSTEM_OUT=3
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[ P=| U d’
UNsuuva1ea ¥o

U

9

9 o ' 9 oy v g v 4 A 1A
Judeya uazdmmisvesgiudoya luldagniamu 13neluldagudoyaiie lutinig

U

A 1 Y} Y o ToA =~ A % 9 Y &2 ° o 1
L‘]f@llﬁ’i]iﬂ“"]Pﬁ"]fﬁ"lﬂﬂiﬂﬂ"lﬂﬁ%!ﬂuﬂ?ﬁmﬂaﬂuﬂf@llwaj@ﬁlslﬁ]?;!allﬂ FINTINTUUAA TN UIUD

J o A o @ {1 v & '
TWdgudoyarzszydie URL aeilavduaue ldluiidenmium adniudwdieziinéde

dunida g T dadumisienvie luaeszuulfiams A lineTdinadymlumsiinuus

[ v Y
peala ae Tdninedeaiugudeya H2 aziisade lail

aseh 2.3 Trlafimendesiugiudeya H2 (Muller, T., 2006)

zolilé Moty sunulia
test.h2.db Tdgrudoyaussyvoyansneni uazdoya 1 ldaegrudoya
Wanuavesgmtoya
Format: <database>.h2.db
test.lock.db Idarugudoyaszgnadiniusaluiadieninis1d |1 lddegudoya

9 A = A '
iTL!"ll@ialj’dL!ﬁ$i]$WWEJUth,iJGU],iJiJﬂTEW’E]iJG]’E]

Format: <database>.lock.db

(Hgnld)

test.trace.db

v
(%

Ia =~ 1 ~ a
TWdAaauwa (azlitasm ldlinmsaaaugiudoya)
9 9
Ussyveyamsiszuranavesdoya
Format: <database>.trace.db

{ y 4 I
gnifasuseiilu <database>.trace.db.old tilo 1Wall

1 lvldsegudoya

A =
nIo luy

9 gy

estlobs.db*  |vziilldthile BLOB wie cLOB milvinalnajniiil | 1 Tlddentiatag
rua. ATREY T
Format: <id>.<tableld>.lob.db

test.123.temp.db | IW§Hras1IusIMadnEATvnalng i 1 Tldee

Format: <database>.<id>.temp.db
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2.5.6 Tnuaanainnulanugudeyaauy
Tugudoya H2 §3i Tnuah Inansahauswnugudeyanie 18 aalu

‘]j v A [ 1 4 9 1 [ A J dy
9} uiJﬂ’NJJﬁHJﬁEWINWHi’JiJﬂ“]JijuGU’é]iJ”aﬁN‘]ﬂ\iﬁ?ﬂ“ﬁﬂ@l@ulﬂu

® DB2

® Derby

® HSQLDB

® MS SQL Server
® MySQL

® OQracle

® PostgreSQL

2.5.7 M3woNagIuToNa H2

v v X o ' A ' ) P A 3 axa
Glu%')ﬂlf]u%$flﬂ 'J@EJ’]\‘]ﬂ’liﬁ)"f]iJ@lfJi’]ueU@iJ“a H2 a8 JDBC mmmmﬂua‘ﬁﬂﬁzmﬂ

9 9
v A

<3 = 3 ax A ° Y Ao A [ 9 o o
LA IIALIY m%zgﬂmﬁmﬂu11ﬂ1%1ua1uaﬂﬂﬂseu Tﬂmesmﬁmmmmmmwmmuﬂmm

U

o A A Y Y ' P~ A 1 2 Ao v o ' ' dy
A0 ﬂf@m% TNAWNIU Lineg URL ﬂi%ﬂi’l’illﬂﬂﬁl%@ll@fl mmﬂymzmmammaklﬂu

U Q

Class.forName("org.h2.Driver");
String url = "jdbc:h2:~ ",

String user = "USER";

String pwds = "PASSWORD";

conn = DriverManager.getConnection(url, user, pwds);

d‘ (Z 1 o d' 1 9
5U9 2.19 m@mqmﬁﬂumswama;ﬂ;mmaga H2

Y
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2.6 1151033 FindBugs
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Tuanidsiagiue1 115105y FindBugs 1uinsesioososlumsnaaouinioilo
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o 9 da! 9 . k) o Aa A a
AIDYNNITNINITHINUY Tﬂﬂﬁlslf FindBugs AUMINIUIULAZ U TZIANVBIANNRANAIANLNA
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2 Y A o Yy A A o T Ao o Y I~ ~
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. ' Y 9 ]
FindBugs 'J’lﬂT]Jﬂ'JullagQﬂﬁ@\?W%@UhJ

FindBugs (Hovemeyer, D., B. Pugh, et al., 2012) 1#imafinn13 a1z 1 sunsuuuy

. . ' ) .
A97 (Static analysis) 1WNOAUNIYAUNNT091U TAAYDINIBINI FinfBugs 1TuTldsunsuh

o

Y v H
sygalildauldlaslidoudonldvie TUsunsy FindBugs  gniamndunsausni

%

a [ 4 4 * Ao 1 Y
UHIINGSBLLTUAUA (University of Maryland) 1a8 David Hovemeyer #41in3dsm1uiila

= o . A Y~ a a 4 % =Y 1
Anywaziau Tdsunsy FindBugs tWelds iuaneniinusluszsaulsyyuon nazaou

9

! i Y
aovasTdsunsuil Ididuivnnagaiulursmsinimun Tsunsudean dean 1&Tingu

InannswaInuies i uiau 1151051 FindBugs  audeilagiiudeynnaniuiaso
Y
wanlumswannTdsunsuiiae Bill Pugh Tagluilagiiu (nsngiaw 2555) Tasunsy FindBugs

nesFuagangniNeLnIAoIDTFU 2.0.1

FindBugs NANABIMT JRE (W30 JDK) 110371 1.5.0 aullunsiszunana

[

4

1 1 <} . a o ~ Y g}/ 1
Tdsunsuy LLG]E’JEJNlliﬂ@]"IiJ FindBugs ﬁ’ﬂﬂiﬂ?}mﬁ%ﬁﬁI‘]J3Llﬂill‘ﬂQﬂﬂﬂullwaﬂlfﬁn’ﬂ@ﬁlm

Jd o : Jd @
NIDIBU 1.0 5@ 1.8 %Qﬂiﬂﬂﬂqulﬁ@ﬂnﬂn@i"lfu"ll’f]\iﬂ’]‘ﬂ']éﬂ’]'ﬂ

TU5unTU FindBugs a1113507191135mAu 115005 Eclipse Idiiluesadludnvas

VOIAIUATUANNE IO (Plug-in) Vo9 115un5u Eclipse Taaluvaznmmsiveoullsunsy

a1 Iaels1isunsu Eclipse og Tdsunsumasanunsaiulysunsy FindBugs iludau
1 v Y

rsuanuansa Tsunsuadvug hindeunumssuTsunsunddudouegla Taslunilez

[
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2.6.1 Mm3aanaldsunsuarmadu FindBugs asuu Eclipse

Y H
1. @aTdsunsy Eclipse  ¥uw TaslunihasnanvesTusunsunaniy Help

9 H Y v
MIN1ABNNINYE0Y Install New Software... 9215109111614 Install Yunaagili 2.20

-

= [nstall l B e S
Awvailable Software
Check the items that ish to install. N
ec £ IL2Ms tNat you wisn to Insta :)._
Work with:  http://findbugs.cs.umd.edu/eclipse - Add...

Find more software by working with the "Available Software Sites” preferences,

type filter text
MName Version i
a [7]000 FindBugs
d>¢p FindBugs Feature 2.0.1.20120712 %
q [ 1 - 3
| SelectAll || Deselect Al 1 iter selected
Details

This is the Eclipse category for FindBugs features,
Show enly the latest versions of available software [7] Hide itemns that are already installed

Group items by categery What is already installed?
Contact all update sites during install to find required software

@j < Back Mext » Finish

1 9
319 2.20 wihaemsAeAIT AT UANUAINIT FindBugs 8911 T1)5unsu Eclipse

2. Tunvhiang Install (319 2.20) Tug09 Work with: 1¥n50n http:/findbugs.cs.umd.edu

9 Y ]
feclipse 91n1Uaz1)510g T1/51n5% FindBugs Aulundessiens ldiuasesnanegnluses

v v kY ' 9 ] 9 1
fAmasun11319n15 FindBugs 91nIUAANT1N Next 11NUUTBIUNTENININTAAAUAT 094D

[ ) o g A 9y A 1 woAa J I Y . 2 @
Ie39 (clmmmjummﬂummwvaumﬂ‘uaumasmm ﬂ%ﬂﬁTﬂQﬁUWﬂ\i Install Detail YUHN1AI

g1 2.21 1¥naniTu Next

E]



-
= Install

B [ |

Install Details
@ Your original request has been modified. See the details. :)._—J
Name

Version Id
[§t FindBugs Feature

2.01.20120712 edu.umd.cs.findbugs.

4

[
Size: Unknown
Details

Your original request has been modified.

»

@} < Back

Mest = Finish Cancel

{ 1 1% a ¥ a [
JUM 221 wihawdufeunainsAaaidIue3u FindBugs 1a39

o Y . | dy o A Y dy Y o
3. fﬂTﬂuu%%ﬂiTﬂ{]ﬁquN Review Licenses mummgﬂ’n 2.22 Junthaei lamnmsg

o A ] A A . ¥ a A
gousutou lumsldaulaodoni 1 accept the terms of licenses agreement mﬂuuﬂaﬂmju

I @ 2 & a S8 a
Finish (T Uoua399Ua0UNISAAAIT UGS N FindBugs

= Install E] |-
Review Licenses

Licenses must be reviewed and accepted before the software can be installed. :)lfj
License text (for FindBugs Feature 2.0.1.20120712):

FindBugs is free software distributed under the terms of the Lesser GNU Public License. -
http:/fwww.gnu.org/licenses/lgpl.html

@ 1 accept the terms of the license agreement;

(71 1do not accept the terms of the license agreement

@ Next > finish | [ Cancel

Y
2.22 thenaaasveanaaiesdu lumsldaudIuesy FindBugs
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2.6.2 M3l¥1ulsunsuaIna3y FindBugs U Eclipse

1. WaTdsnandesmsnaaoudieTisunsy Eclipse 1#14111A19 Package Explorer

Yy Av

adnuni drea IRafidesnisnaaen idenfimy Find Bugs lumydesideniiy Find Bugs

193109 2.23

= Java - JEPM/src/testCase/caselftestCasel inMainjava - Eclipse SDK
File Edit Run Source MNavigate Search Project Refactor Window Help
i Baid $-0-Q- #H#E~ ®P~F
(: Package Explorer i = O || [J] testCasel_inMainjava 52
= <3==.; = 1 package testCase.casel;
4 [} testCase.casel New 4 —
» b)) testCasel | _inMain
] Open 3 Ect x =new Integer(3);
g m testCasel 4 d main(String args[]){
- | 4] testCasel | Open With L o )
tring) x;
> 4] testCasel | Open Type Hierarchy F4
- ) testCased 1 showin Alt+Shifte\W »
» 4] testCasel |
» 0] testCase? i i5] Copy Ctrl+C
’ m testCased | B Copy Qualified Name
g m testCased | | Paste Ctrl+V
3 m testCase3d_ % Delet Delet
3 m testCased_i clete cete
4 H testCase.case? Build Path »
) testCasel Al ShiftsS
o [1] testCasel_t .
. [3] testCasel Refactor Alt+Shift+T »
o [1] testCasel ! fug Import..
s 9] testCase2 Broorin,
o [J] testCase2 ] i Epo
> [J) testCased References 3
> [ testCased | Declarations 3
o [] testCase2_j
» [1) testCased | Find Bugs >< g Find Bugs , i
Fi
» (1] testCasel | efres) = 4 ear bug Markers
3 m testCase? | Assign Working Set
o [] testCased ! ssign Working Sets.. |

5N 2.23 msizudu e Tsunsud a3y FindBugs

=

o <3 g 1 2 @
2. i@%uﬂiﬁﬂﬂﬂi%u’)aWﬁm’i%ﬁ]1ﬂuu%$ﬂ51ﬂ§]ﬁﬁ1ﬁ1ﬁ Bug Explorer ﬁummmmm
A Y dy Y =) a ~ @ [} dy Y a
11!3‘]J1/] 2.24 1uwmmqm$Lmimasmammmmmwamwgﬂwn Iﬂfﬂuﬁl@fﬂﬂuqﬂlﬂﬂ

a [ 1 1 9 v A 9y = <
ﬂ')'lllW@Wﬁ'lElﬂizLﬂ“l/lﬂ'lilL“]Jaﬂ'Jﬁq’f]EJ’NU]JJQﬂﬁ@ﬂiu‘ﬂii“ﬂ@“ﬂ 6 GU’EN“]YEJETI?]@ Fuduns

weonemuilasiagszinn Integer Iogluginuuvesingszinn Sting Feliamisainld
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= Java - JEPM/src/testCase/casel/testCasel_inMainjava - Eclipse SDK | = | B e
File Edit Run Source Mavigate Search Project Refactor Window Help
i & Bid $-0 - ®#6- ®@s- PHEN & (G lava)
Flv i - f=R -
£ Package Explorer 52 = B ) testCasel_inMainjava &2 = O/ & Outline 22 =
=] <}=='=> R 1 package testCase.casel; - laz L] \‘sf e W v
18 testCase.casel (1 - - # testCase.casel

3 public class testCasel inMain {

public statiec Object x =new Integer(3);
= public static void main(String args[]){
String ¢ = (5tring)x;

0] testCasel 1subMethod,j
m testCasel_2subMethod,j
_m testCasel_inMain,java (1
0] testCasel_inMethod.javi
_m testCase?_lsubMethod

_:(,9» testCasel_inMain
£ 0%k Object
i : main(String[]] : voit

11] testCase2 2subMethod ] Nk -
_m testCase?_inMainjava 4 s 1 m 3
1) testCase2 inMethodjevi |([2] Problems | @ Javadoc &, Declaration | & Cansole | ] Properties | ¥ Bug Explorer 22 =0

_m testCased_lsubMethodE ‘

& B -
11] testCase3 2subMethodE $ 3% BB

J
0] testCase3_inMethodByv == JEPM (1)
£ testCase.case2 42 Impossible cast (1)
[7] testCasel_Samplelsubl & Impossible cast from Integer to String in testCase.casel testCasel_inMain.main(String[])

[9] testCasel_Sample2sublv
[9] testCasel_SampleinMait
[7] testCasel_SampleinMet!
m testCase?_lsubMethod_ ~
ooom ] r

0® Impossible cast from ...inMain.main(String[]) | Writable Smart Insert 6:30

517 2.24 madnsvesmsnaaouwsed Inan0d U@ Y FindBugs

[

a 2 o = U a 4 A <3| A A
TuauddelagimmsanuIgIuEas FindBugs 199N U094 IIN AW

Aawaalunwaminlasuanuienlutfpin meganyuzmshauuazmssenuraves

~ X

A A J a Y v J A A dy Y a KR o a =1
IATOINDAIULATY Tﬂsﬁ]31mwaawﬁmmmmmuiumimammmmummwwwm@mﬂmu

a 1 1 o 4' A 1 a . = [ d‘ A (% 1 d‘ Y
IN umzllnuummaawemmﬁsu FindBugs 111!,’1_'%fJ”]JL‘I/IEJ”]JﬂULﬂi?NN’BWJE’JfJNVIllﬂ
@ 49! a o 1 Aa A Y ~ 19 YA 9 a

W vu luaudve cluﬁ’lu"ll’fN‘]JiSﬁ‘VI‘ﬁﬂWWLL@Zﬂ’J”INQﬂ@E’NL‘WlemchI)'NaaW‘ﬁiuﬂﬁ@Ni’N

1 Y 9
5511!’31!l,l,aZﬂi%tﬂﬂ"ll’é)ﬂﬂ’ﬂllN@]Wﬁ1ﬂﬁlﬂﬂﬁum1uu

a v

[y
2.7 HINRVYNINYIVDI

TumsinyuezianismsasamanuianaasemsnSeuiongluoy §ave 18

9 v 9 a

o =2 9 9 a o S AaaAa o
“I/nﬂﬁﬁﬂ‘}zl1ﬂuﬂ’JN1u’Jﬁ]EJGI,H’EJ@GI‘I/]LﬂEJ’J"U’éNﬂﬂﬂ1iﬂuﬁ1ﬂ’ﬂllW@Wﬁ1ﬂﬁluﬂ1‘ﬂ1ﬁ]1’ﬂ@dﬂ§ﬂﬁlu

d' =) =S % 1 dy
ATTNN 2.4 Lm%llﬁﬂﬂ%t@ﬂﬂﬂﬂﬁﬂllﬂu
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91U398U09 Hovemeyer and Pugh (2004) lavuauednvazuasizn1iinaiuves

A =} . A (S 1 a A o o A

130430 FindBugs lasidendiedletsennanuianaianaulesiviy 13 dszinndsh
d‘ J Ay a o J = a = 1 1 g’/ a o

neraeluzii 2.25 ualuwilomauiseaznanndes ufisans 6 Usznmniiu Tuanuideves

Hovemeyer and Pugh 83U1884m3aUMIANUAANIATA8 1Y Bug pattern azsinmsnagoy

@ 4 @ I
nf5euifioy FindBugs nuin3esile 2 @2 e KLOC uag PMD Taelddoyanadouiluzodda

=<

W99 Eclipse 3.0 110 rtjar 1.5.0 build 59 (J2SE core) ¥3§198 laaginanisnadonin in3oeilo
. Y ° a vy ' A ~ o A

FindBugs a11saaumisauanuaanainsn ldiiesndn PMD ilesniniimsaasisaiunai
= o 3 Y Y A ' 1 ' o ) Yy A A

lusianuduiludewdudouundiuesnli) uaminueslumvesmsi il ldaundunsodio

FindBug 9% 1#51801uwaii1 114 1dgndeauinna

Code | Description
CN | Cloneable Not Implemented Correctly
DC | Double Checked Locking
DE | Dropped Exeception
EC | Suspicious Equals Comparison
Eq | Bad Covariant Definition of Equals
HE | Equal Objects Must Have Equal Hashcodes
152 | Inconsistent Synchronization
MS | Static Field Modifiable By Untrusted Code
NP | Null Pointer Dereference
NS | Non-Short-Circuit Boolean Operator
OS | Open Stream
RCN | Redundant Comparison to Null
RR | Read Return Should Be Checked
RV | Return Value Should Be Checked
Se | Non-serializable Serializable Class
UR | Uninitialized Read In Constructor
UW | Unconditional Wait
Wa | Wait Not In Loop

'
A o

5101 2.25 UszianvesnnuranainnihnAne1 1ua1u398ved Hovemeyer and Pugh (2004)

Y

A1398U89 Murphy, Kim, Kaiser and Cannon (2003) 1ae31181nnuiAana1aluns
o J = ' A a A a ' J . .
WalseWasl 3 9819 Av ANNAANAIANINATEHI1971TABN 1WA (Semantic and syntactic)

ANUAANAIANNAINANUAANAIAVOIATINE (logical)  LAZANUAANAIATINAVME S U

Y
L A

T5un5u (Runtime ~ Exception) ¥ 1ua1uiseyuiieg Idaudidn ldfinnuidanaia 2
a o 4 X I 4 {a 4
Uszianusn nagesu1edean1IiauveunIeeile Backstop FuunIosiioNns1zrinm

a 4 J [ a 4 A 1 . .
Nﬂ‘WE‘]W]GIJ’ENG]f’E)‘V\IG]Lljiiuﬂﬂﬂmgﬂlﬂﬂﬂiiﬁmﬁ"lzﬂLLTJ‘UEJ@]“HEJL! (Dynamic analysis) Taglu
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o o { ] @ 9 o w 9 ya o Y av 1 y
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Ao Aa a 4 o 4 )
1398V Lance, Untch and Wahl (1999) 8511884013 3tA31% 1ud laarivei Tl as
CFG (Control flow graph) Mitd@ainmssiauedens1I9ves lsunsy Tasisuainmsinel

o ' I o o a . . { o Aaw
"lmiﬁjﬂmumeeﬂgﬂuﬁgﬂmmﬁ’wmﬂuﬂ three-address  intermediate 111119109148V

o v J

Aho, Sethi and Ullman (1986) i@ unuusaz yidiaae 1Muaved CFG 91n1umnnuduius

[

' ¥ 9 A ao & o A A .
sz InuanazaduduyeuTvua luauiteruilldainaue Inssueunisile JAristotle

[ 1

2N 1 ] I 4 { [ A o
Tagdasenarinaznannliiduniewonamisoade crG daludaldainludldaves
v 4 L <3 o o
NH191 Fudeamsnai1e CFG  mn'lud Ida ldudnaz v ldnswdanmisviiauyes
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public clas=s Hello {
public =tatic void main(S5tring args[]){
int x = 11;
int v = 12;
System.ocut.println("Sum of x and ¥ is : "):
System.ocut.println (x+v) !

A (J ' Y
5UN 3.2 ﬂ?@ﬂWﬂ"]ﬁ@ﬁIﬂﬂm@ﬁﬂ’]HVﬂ’nW

U

9 9 i1 v
Tuaiunouilditeazenae619 115105 un18191719819916%0 Hello.java Falizod Ida
H H 9 Y
voullsunsusasuinaaslugii 3.2 1imiusgsiimsaon Indvealdaiileglusvesla

A ) v 9 o o . [ A
wwana class o1 lU5uR1eMas javap as3ilh 3.3

EX Administrator: C\Windowshsystem32iemd.exe |ﬂ‘i-1

C:“UserssHPuworkspacestestihin>javap —c Hello
Compiled from “Hello.java"
public class Hello extends java.lang.Ohject{
public Hello<>;
Code :
B: aload_ 8
1: invokespecial #8; ~/Method java-lang-0Object."{init>':{OU
4: return

m

public static void main{java.lang.String[12;
Code :

hipush 11

iztore_1

hipush 12

iztore_2

getstatic #16: ~-Field java-lang-System.out:Ljava~io-PrintStream;
1ldc #22; s/8tring Sum of x and vy is :

invokevirtual #24; /-Method Java-sio PrintStream.println:<{Ljava~lang-St

=

getstatic #16; ~-Field java-lang-System.out:Ljava~io-PrintStream;
iload_1
iload_2
iadd

invokevirtual #38; ~-Method javasio PrintStream.println:<I>U =

TR TR
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g Hello.class (Bytecode)
Compiled from "Hello.java" o e
publiec class Heéex:ends java.lang.Object{

public Hello():

Code:
e{ 0: aload 0
1: invokespecial #8; //Method java/lang/Cbject. <init>":()V
4: return
public static wo main({java.lang.String(])}; e
Cod
0: bipush 11
2: istore_1
3 bipush 12
5: istore_2
- E: getstatic #16; //Field java/lang/System.out:Ljava/io/PrintStream;
e 9: ldc #22; //String Sum of x and y is= :
11: invokevirtual #24; //Method java/io/PrintStream.println: (Ljava/lang/String:;)V
14: getstatiec #16; //Field java/lang/System.out:Ljava/io/PrintStream?
17: idilead 1
18: iload_2

19: iadd
20: invokevircual #30; //Method java/io/PrintStream.printin: (I)}V

23: return 6
]

51 3.4 dalsznausien Tuludda

A 4 o 4 s :
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o
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W"Iﬂ']Jii‘Vlﬂ‘lﬂﬁJﬂ"lﬁQUﬂigﬂﬂﬂﬂg%%ﬁTNTiﬂHTJJTVHGM’]UI,V\IQﬂﬂuﬂWiﬂﬂiJulwahlﬂcﬁﬂcluVIuﬂﬂ
Hello.java

A o ¥ Y o 1 .
2. ¥oAa1d MINUTINAUULTZNOUAI8A1I class  tazd52 1o extends java.lang
. o A Y X dldyd
.Object ﬂgﬁ'lﬂJ'l'iﬂ‘Lﬂiﬂﬁ'lclff)sllf]\iﬂa']ﬁul,ﬂ meiumummm Hello
<3 o o o £y A 1 o &
3. wnea mnmdaussnalalsznevldremsosnne O tag ; taAINUTINANUL
=) [

3 A < JRE QU < & g 3 Adad o A
Wunmsdsemarewnea Tasluni 3 2 wneano Hello ¥ailuuneanisomeinuyonaia

<3 = < 2
(Default constructor) UAZINNDA main GTNLﬂumwamiuﬁ’umaﬂﬂmﬂiu
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§

g Hello.class (Line code)

———

Ccompiled from "Hello.jawva™
public class Hello extends java.lang.Cbhbject(
public Hello () s
LineNumbarTabla :
lina 2: O

LocalVariabkleTakle:
Start Length Slot HName Signature
Q s Q this LHellos

public static woid main{java.lang.sSctringll):
LineNumbarTable:
line 4: O

line 5: 3
line &: &
line 7: 14
line 8: 23

LocalVariablaeTable:

Start Length Sloat Marne Signature

[a] 24 [a] args [Lijava/lang/String;
3 21 1 =® h o

& 18 2 v I

v

A J v o o
5U7 3.8 HAAWFNITTUMETI javap -1

~ [ 1

A Y o < o & a o fg
ﬂ'lﬂgﬂ‘ﬂ 3.8 uﬁﬂwemmwaaWﬁmu’mwuﬂﬂﬂmmnﬂﬂm JNAAANDTUIN

Iy ¥ . = a0 Ao o Ao o dyd 1
Hlauiﬂﬂ (Line number) “ﬁQﬂTﬂGlUﬂgllﬁﬂuﬂﬁgﬂﬂﬂtﬂﬁ'] Q.JW]%TUJUGI,HUVIU?]@@”JUGUﬂﬂﬁu?ﬂlam

(%

] @ < o o o Iy Y Y o &
3INA G]f\iﬂ']ﬂﬂiiﬂﬂclﬂlﬂi‘lﬂ'liiguﬂ'liil']lluﬂéléﬂﬂ']ﬁ\jellﬂ\?ulﬂﬂiﬂﬂllaj GluiJﬁ‘i/lﬂuuilz

ot

2 9 9 9 . P} o =
VUAUAWUDAIY line LASHIUAIIHUULAY muﬁmiugﬂ‘n 3.9

line 4:0
line 5:3

51/ 3.9 dedrmdweslailda

o o

~ 2 @ 1 1 Y = @ ' Y <
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A X a A IS Y 1 o o IS Y v
ﬂ13%Qi&ﬂtﬂﬂﬂ?ﬂiuﬁumﬂﬂﬂﬁiﬂﬂﬂﬂqﬂLNﬂuTqﬁuIﬂﬂNWHUQ%ﬂﬂ1ﬁﬂm®Q1UﬂTﬂﬂuﬁ3%$

aunsounaldaasali 3.10

g Hello.class (Bytecode)

Compiled from "Hello.java"
public class Hello axtends java.lang.Object|
public Hello()s

Coda:
o: aload_0
i invokespecial #8; //Method java/lang/object. <init>":()V
4: return
public static wvoid main({(java.lang.String(]):
Coda
W H bipush 11
2: istore 1
3: bipush 12
5: istore_2
] go:::;?;c TiG; Field javaslang/System.out  LIavas 10/ PELNCECIoam;
-] 1de #22: //String Sum of x and y is
11: invokevirtual #24; //Method java/io/PrintStream.println: (Ljava/lang/Strings)V
14 geraratsi F i Figld Sava/lansg yaream snut Tiavafin/Drinrarraam:
17: ilecad 1
ig: ilocad_2
19: iadd
20: invokewvirtual $30; J/Mechod java/ic/PrintScream.printin: (T}V
23: return

51 3.10 msusgamdsvedlud Ida Taserds lati Tna

g ;3 Y o ] o @ IS Y A LY = J Y A
Tuaduaeuiifivsaunsantsgafmidaneluludlda 18 tazdamudnnamnsadieda
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o & A o Y a a A 9 I ax a
suuvesgamdievhiinaanuAanaia eauiluITMInsImanuHanaInvue

Tdsunsulszaramaluniyiannee i

Y] a a o W N4
3.14 ﬂ]ﬁﬂuﬁ]gﬂ!!uuﬂ1§!ﬂﬂﬂ’J1NWﬂWﬁ1ﬂm®Q‘§ﬂﬂ1ﬁ\1‘1Uﬂiﬂﬂ

) 2 g 9 s . ] o ~
‘luleu@]@u‘Ll"l]glﬂuﬂ"lﬁ‘lﬂfiﬂﬁuﬂillﬂﬁgQﬂ@] Eclipse 33NN UFIUFATUAIINTINIGTD

= °
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Y
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1. awealfa Ao NMadia wie e (@1 1danmsaurmuudylad) sea Idan

o q ¥a a o Y . A 1o ' A a a 2
MmiminaanuAananusuae11sunsy Eclipse oy nduntalafiinannuianainiy
d'g o ] Y ] ] A o Y a a Y a K o 4
Tagluntirzendedrasea laned1adreniinlfinanuRana1nlseinnnse1999989015156

DUV LAUANAIHUA (Array index out of bound) ﬁﬂgﬂﬁ 3.11

&= Java - test/sic/MyProgramjava - Eclipse SDK

- — | . [P— = 2
File Edit Run Source Refactor Mavigate Search Project Window Help
B-EIEE A B4 $-0-Q- #6- @ PO H-H-wE- - =@
Zox % T O|[ Hellojava | [J] MyProgramjava 53 = O] 4} Bytecode 52 3 Properties| ¥ Bug Explorer Eeaiea~-0
%W s e % ¥ public class MyProgram { ~ | |MyProgram
- R ; : . . 1/ class version 50.0 (50) a
[cH Mystgram public static void main(string args[]){ // access flags Gx21
© 5 main(String| int[] X = new int[2]; public class MyProgram {
z[2]=1; 1/ compiled from: MyProgram java
}

» J/ access flags 0
= public <init> OV
| 10

LINENUMBER 1 LO
ALOADO
INVOKESPECIAL java/lang/Object. <init= OV
RETURN

5%
LOCALVARIABLE this LMyProgram; LO 110

Source code TACE T

MAXLOCALS =1

I

1/ access flags 00
public static main([Ljava/lang/String;]V
0

LINENUMBER 3 LO

ICONST 2
NEWARRAY T_INT

ASTORE1 o
K|
LINENUMBER 4 L1
ALOAD1
[EL Problems | @ Javadoc [, Declaration | Bl Console &2 = 0]} iconsT_2
<terminated> MyProgram [Java Application] C:\Program Files (x86)\Java\jre6\bin\javaw.exe (31 4.9, 2554, 18:21: ES‘FJOS;EJ
X% BEEE =209~
Exception in thread "main™ java.lang.ArrayIndexOutOfE ~ kTE"_JrELwV‘EEFEU
at MyProgram.main (MyProgram.java:4)

Bytecode

[E]

LOCALVARIABLE args [Ljava/lang/String; L0 130

LOCALVARIABLE x [IL1 131

MAYSTACK — 2 i
«

< . ] b |4 [ m b Java:l 6 | class size:05

‘Writable Smart Insert 71

319 3.11 e Tlsunsy Eclipse NUa11e51 Bytecode outline
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+H2db()

+driverTest() : Boolean

#makeConnection() : Connection
+getConnetion() : Connection

+exeQuery(in sgl : String) : ResultSet
+exeQuery(in con : Connection, in sql : String)
+runQuery(in sql : String) : Boolean
+runQuery(in con : Connection, in sgl : String) : Boolean
+close()
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3.1.8 Aa1e DBFunc

v
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DBFunc

+h2 : H2db

+result - LinkedList<ReportStruct>

+temp : LinkedList<tempStruct>

+DBFunc()

+screen()

+addCode(in code : String. in id : String. in isExc : Integer, in haveCon : Boolean)
+genSQL(in oldSql : String) : String
+existPattern(in pattern : String) : Boolean
+getPatternid(in pattern : String) : Boolean
+getExceptionType(in id : String) : String
+haveRule(in ruleld : String) : Boolean
+getRule(in ruleld : String) : ArrayList<String>
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3.1.9 aaa IFile
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IFile
+line : ArrayList<String>
count : Integer
+|File(in path : String)
+|File{in path : String, in type : String)
+readFile(in path : String)
+readFile(in path : String, in type : String)
+length() : Integer
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3.1.10 aa1a@ ByteCode
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ByteCode

+className : String

+methodName : String

+signature : String

+length : Integer

+line . ArrayList<integer>

+code : ArrayList<String>

+length() : Integer

+last() : Integer

+getLine(in lineNumber : Integer) : String
+addCode(in line : Integer, in code : String)
+getPattern(in begin : Integer) : String
+getPattern(in begin : Integer, in end : Integer) : String
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3.1.11 aae JPattern
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JPattern

+hasVar(in pattern : String) : Boolean

+hasVar(in pattern : String, in varName : Char) : Boolean

+getVarName(in pattern : String) : LinkedList<String>

+getVar(in checkPattern : String, in srcPattern : String, in var : Char) : String
+convertToPattern(in str: String) : String

+convertToPattern(in str : String, in varName : Char) : String
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iconst_%b% az1 iconst_2
newarrayint < b= > newarrayint
astore_%a% - astore 1
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3.1.12 Aa« ruleFunc
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ruleFunc

~methodName : String

~object[] : Object

cls : Class<?>

+ruleFunc(in methodName : String)

+ruleFunc(in methodName : String, in variable[] : Object)

+checkRule(in command : String, In var : HashMap<String, String=) : Object
+callFunc() : Object
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3.1.13 Aa@ BCpool
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absBCpool

+currentClass : String

+currentMethod : String

+currentBytecode : ByteCode

+currentFile : String

+currentSignature : String

+bep : ArrayList<Bytecode>

+pattern : ArrayList<Bytecode>

Hile : IFile

+readFile(in path : String)

+getLineNum(in str : String) : Integer

+getBcLine(in str : String) : Integer

+getCode(in str : String) : String

+getFileName(in str : String) : String

+getClassName(in str : String) : String
+getMethodName(in str : String) : String
+getByMethodName(in methodName : String) : ByteCode
H+getSign(in str : String) : String

+getToken(in str : String, in dilimeter : String, in index : String) : String

BCpool

+readFile(in path : String)
+readPattern(in path : String)
+dumpToDb()

+clearDb()
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3.1.14 AaN@ tempStruct
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tempStruct
+checkld : String
+sourcecld : String
+className : String
+signature : String
+var : HashMap<String,String>
+isException : Integer
+haveCondition : Boolean
+condition|D : String
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3.1.15 aa1@ ReportStruct
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tempStruct

+checkld : String

+sourcecld : String
+className : String
+signature : String

+var : HashMap<String,String>
+isException : Integer
+haveCondition : Boolean
+condition|D : String
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H2db

-url : String DBFunc

-database : String 1 * [#h2:H2db

l-user : String ) +result : LinkedList<ReportStruct>

-password : String +temp : LinkedList<tempStruct>

-con : Connection +DBFunc()

-result : ResultSet +screen()

-statement : Statement +addCode(in code : String, in id : String, in isExc : Integer, in haveCon : Boolean)

+H2db() +genSQL(in oldSql : String) : String

+driverTest() : Boolean +existPattern(in pattern : String) : Boolean

#makeConnection() : Connection +getPatternld(in pattern : String) : Boolean

+getConnetion() : Connection H+getExceptionType(in id : String) : String

+exeQuery(in sql : String) : ResultSet : +haveRule(in ruleld : String) : Boolean

+exeQuery(in con : Connection, in sql : String) +getRule(in ruleld : String) : ArrayList<String>

+runQuery(in sqgl : String) : Boolean ]

+runQuery(in con : Connection, in sql : String) : Boolean . .

+close() *

[1_ 1
ReportStruct tempStruct
absBCpool rexceptionName : String +checkld : String
currentClass - Sting +IexcelptiscmType : String +s|ourc:cld S Sging
e s (+level : String +className : String
redientvbthod s_m"g r+detail : String +signature : String
HcurrentBytecode : ByteCode % = N :
currentFile : String +srcLine : String +var : HashMap<String, String>
SR S r+className : String +isException : Integer
1 +curr§nt$lgn§ture : Stiing rtmethodName : String +haveCondition : Boolean

r+bep : Arraylist<Bytecode> + condition!D : Strin
+pattern : ArrayList<Bytecode> - g
Hile : IFile

+readFile(in path : String)
+getLineNum(in str : String) : Integer
+getBeLine(in str : String) : Integer
r+getCode(in str : String) : String * 1 IFile
+getFileName(in str : String) : String

r+getClassName(in str : String) : String

+getMethodName(in str : String) : String

+getByMethodName(in methodName : String) : ByteCode
HgetSign(in str : String) : String

+getToken(in str : String, in dilimeter : String, in index : String) : String

+line : ArrayList<String>

count : Integer

+IFile(in path : String)

+IFile(in path : String, in type : String)
+readFile(in path : String)

+readFile(in path : String, in type : String)
+length() : Integer

BCpool
+readFile(in path : Strng) 1 JPattern
+readPattern(in path : String)
+dumpToDb() 1 [+hasVar(in pattern : String) : Boolean
+clearDb() +hasVar(in pattern : String, in varName : Char) : Boolean
+getVarName(in pattern : String) : LinkedList<String>
ByteCode +getVar(in checkPattern : String, in srcPattern : String, in var : Char) : String
. +convertToPattern(in str : String) : String
1 +className : String E +convertToPattern(in str : String, in varName : Char) : String
+methodName : String

+signature : String
+length : Integer

+line ; ArrayList<Integer> . ruleFunc
+code : ArrayList<String> +methodName : String
- bject[] : Object
+length() : Integer « o °
+last() : Integer Fcls : C|ESS.<?> _
+getLine(in lineNumber : Integer) : String truleFunc(in methodName - String) ]
+addCode(in line : Integer, in code : String) i +ruleFunc(in methodName : String, in variable[] : Object)
+getPattemn(in begin : Integer) : String +checkRule(in command : String, in var : HashMap<String, String>) : Object
+getPattern(in begin : Integer, in end : Integer) : String +callFunc() : Object
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1 public class MyProgram {

29 public static void main(S5tring[] args) {
3 int[] = = new int[2];

4 x[2] = 1:

5 ¥

6 }
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Compiled from "MyProgram.java”
public class MyProgram extends java.lang.Object]
public MyProgramd();

Code:

0:  aload 0

1:  invokespecial #8; //Method java/lang/Object."<init>":(}V
4 return

public static void main(java.lang.5tring[]);
Code:

: iconst_2

newarray int

astore_1

aload_1

iconst_2

iconst_1

iastore

return

O o= M W W= O

}
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1 | MyProgram | MyProgram(} | aload_0
invokespecial #8; //Method java/lang/Object."<init=>":()V
return

2 | MyProgram | main{java.lang | iconst_2

String[]) newarray int
astore_1

3 | MyProgram | main{java.lang | aload_1

String[]) iconst_2
iconst_1
iastore

4 | MyProgram | main{java.lang | return
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ID Check pattern Condition pattern Rule
1 aload %a% iconst_%c% a=d
iconst %b% newarray int b<c
iconst % astore_%d%
iastore

111/a9 Check pattern {181¢ Condition pattern 919 Check pattern database Glﬁlﬂfjclug il SQL

SELECT * FROM inputDB WHERE Pattern LIKE
‘aload_%iconst %iconst %iastore’

SELECT * FROM inputDB WHERE Pattern LIKE
‘iconst_%newarray int%astore %’

Aumginuulugmdeyaiindrdre sQL #la

MyProgram | MyProgram() | aload_0D
invokespecial #8; //Method java/lang/Object."<init=":()v
return
2 | MyProgram | main(java.lang | iconst_2 ..
String[]) newarray int Condition pattern
astore_1
3 | MyProgram | main(java.lang | aload 1
String[]) iconst_2
iconst_1 Check pattern
iastore
4 | MyProgram | main(java.lang | return
String[])

A o o o ) Ay v ) o5 Y A
519 3.31 @]'J'EJEJNﬂ"ITVIN"IuLlﬁgaﬂHﬂ!$GUﬂ?;ljﬁTl]lﬂ"l]"lﬂslluGl’Ouﬂ15Gﬁ'J"lﬁ’i"lth@]Iﬂﬂ'ﬂ

U

a1 lfinaanuranain




[
U

3. ‘Ili!ﬂ?)‘I-!f'niﬂi?ﬁ]ﬁﬂﬂﬂ{]ﬂ1ilﬁﬂﬂ]1uﬁﬂwa1ﬂ

3 et
I

UI'I'LH ouan Jamzuzilu
EJ <
9

A0aRI N UAALIIARDIA

3

ailay

1 ¥ . .
21uNHuAaZYaYBY Exception

Yzt luaTaafio i

iy
Tails
, ATNETOUNS
1ot 3 .
AsUNNTD
il
)

L J o> 4

Myuaanizuzdlud Ida
& N, ded odoqw

gatuih luaTaanm v

o g
1A Exception

» LY 1 o ¥
awdayalualia

ﬂ‘:ﬂl'}ﬂl'}ﬂﬂiﬁiﬁ

Ty
v

- oo ]
denming lud Tdanianiuy

su 9y o 3 A .
dhulud Taaiih1iiAa Exception

Gow)
auga

9
%

317 3.32 VUABUMINTIIABUNYMIINAANVHANAN



70

ID Check pattern Condition pattern Rule

1 aload %a% iconst %c% a=d
iconst %b%— newarray int b<c
iconst % astore %d%

iastore

N

2 | MyProgram | main{java.lang icans@(

Stfingl1) newarray int
:aEtc:rec?Lse

-

3 | MyProgram | mdin| aload( 1
St iconst

iconst_1

iastore
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> Java Code Style oy h2-1.3.160 jar - Test
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Javadoc Location
v Edlitor wstem Library [JavaSE-1.6] Add Variablew.
Project References Add Libra
Refactoring History s
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Task Tags
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Edit...
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125 Test 17 import testCase.S5trIndexEx;

& sre 2 import core.JEEM;
B (default package) ’

[J] TestlEPM.java -

1 testCase 4 public class TestJEPM {
[J] stindexExjava 5 public static void main(3tring args[]) {
B JRE System Library [JavaSE-16] | ¢ StrIndexEx ex = new StrIndexEx();

=, Referenced Libraries -
24| bsh-2.0b4.jar
2+ h2-1.3.160.jar
2+ JEPM1.0 jar

Z test.h2.db i
| testtracedb

JEBEM tester = new JEBEM(ex):
tester.test():

5 LS O

{ Y 4 Y A @ 1
317 3.37 Mmadsuzed Idaluieion lHaseslioneda

g‘; o 1] [ L Y é % ] é’d Y A
4. ﬁnﬂuummﬁmzﬂimgWaawﬂuﬁmw Console ¥4 1UA20819HINITUIUADY

1 [ d' a a d' a 9 a a d' ) .
NUIINAN 6 Lﬂ@]ﬂ’)'mW@‘WﬁWﬁJi$Lﬂ‘l/]“I/]!ﬂﬂ"lﬂﬂﬂ1isl"]f\ﬂuﬁ@iQLﬂHﬂJ@“LIHJG]“V]ﬂﬂ’Tuﬂ (Strlng

index out of range) ﬁﬂﬁ!!ﬁﬂﬂugﬂ“ﬁ 3.38

[J] TestlEPM.java [J] StdndexExjava 2

package testCase;
puoblic class StrIndexEx {

public static void main(String[] args) {
String str = "SUI":
System.out.println(str.charkt(3));

4
[S_ Problems | @ Javadoc |_—{.=-3> Declaration | Bl Console 53 =l Properties B} Bug Explore|
<terminated> 5tart [Java Application] C\Program Files\Java\jre@\bin\javaw.exe (18 § u. 2555, 2/

R R R R R R R R R R R R R R R R R AR R R R AR R R R R R AR R R R AR AR R AR AR AR AR R AR AR AR RARRAR

REAE JEPM wversion 1.0 REAE
>>Scurce file : testCase/StriIndexEx.class
Eesult
Cla=s=s HName : StrIndexEx
Package Name : testCase.S5trIndexEx
HMethod Name : main(String args[])

»>»Line 6 : S5tring index out of range exception.
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. a = 9J 14 da d’ o .
cast exception) aNuAana1nlsznnnsisenlge15sgnuve LN LA (Array index out of
a A a L4
bound exception) ﬂ’JHJWﬂwaW]ﬂizmﬂmﬂﬂiHﬂm‘iﬂﬁﬁl’mﬁuﬂ (Arithmetic : Divided by zero
. a d' a [ 3 d' 1 9
exception) ANNAANAIALTZIANTIINAvINMITTAgULUDANAYN ligndo9 (Number format
exception) LALANVAANAIANAANNNMT IFIUEATUNUVOLIVATIAIHUA (String index out of

range)

4.1 gunsallumsnaaeu

o Lﬂ%ﬂdﬂﬂuﬁﬁl@@imﬂWﬂWi HP Pavilion dv4 1128152 17ama Intel Core 2 Centrino
2.13 GHz #1i28A1N31%an 4 GB 815aAaA 117 300 GB 52UD1H1ANT Windows 7 Service
pack 1 52 UVUTENIANAUVY 64-bit

® Java Development Kit (JDK) 95HU 1.6

® T1/5un3u Eclipse SDK 1305%5U 3.6.1

® T1/5un331a3% FindBugs Plug-in 13935%4 1.3.9
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4.2 MedlamsnageunsesletgteyanNuranaaiifaainmsulasingues

MB19121081311gNAB4 (Class cast exception)

Y 1
1uﬁﬂﬁbﬁ%8uﬁﬂiﬁ3@813ﬂ?WNNﬂWﬁWﬂﬂ33MTHﬁHWW1ﬂﬂ1iuﬂﬁﬂ3@@%ﬂﬁﬂ1y1%131

v Y
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1. MsnaaauMamulsszaunaia (Class variable)

a a = 3 .
® HanNNAANMIATUME]1NTIOA main

public class testCasel inMain {
public static Object x = new Integer (3
public static void main (String args|[])
String ¢ = (String) x;

’

)
{
}

(3

19 4.1 dedrasoa Iaanii

€an

TdinannuAanaialsznnanmsulasiaguesniu
1 1 Y 3 o
11710819 lignAoanielumnon main

A o RN < _
o RannuAanmamalunianduNisanl¥latNNon main

public class testCasel inMethod {
public static Object x =new Integer (
public static void main (String args]|

3)
]
testMethod () ;

) {
}
public static void testMethod() {

String ¢ = (String) x;
}

d’ (3 1 9/d‘o Y a a a (3
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® HAANUAANAIATUINNTIOA main AMBFanufiondesdoui1HIU 1 A5

public class testCasel lsubMethod {

public static Object x =new Integer(3);

public static void main (String args|[]) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
String ¢ = (String) x;

}

d‘ (% 1 ﬁld'o Y a a a I
gﬂ7143 ﬁ?ﬂﬂTQ%@ﬁIﬂﬂﬂVTﬂ?ﬂﬂ@ﬂ??NN@WaTQﬂ53HWHﬂﬂﬂWﬂﬂTiuﬂaﬂﬂﬁq%@ﬂﬂWH1

1 1 9 <3 ,d‘d = <3 1 9 o 3’_,
ﬂWﬂWﬂﬂWQqhgﬂﬁ@QQWﬂu$ﬂ@ﬂlnanlﬂuﬂ1iﬁﬂfuuﬂﬂﬂﬂﬂﬂ%®u%1u3u 1 A3

® (HANNNAANAIATVUDININNIBDA main HMTITLNNNOALIDFDUIIUIYU 2 AT

public class testCasel 2subMethod {

public static Object x =new Integer (3);

public static void main(String args[]) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
subMethod?2 () ;

}

public static void subMethod2 () {
String ¢ = (String) x;

}

d' (Z 1 gjd'o Y a a a 3
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2. MsnaaauA A5z (Local variable) RNdmsasenuengs

a a = 3 .
.!ﬂﬂﬂ?]NNﬂWﬁ1ﬂmuﬂ1dhﬂNﬂﬁﬂlnmn

public class testCase2 inMain ({

public static void main (String args|[]) {
Object x =new Integer (3);
String ¢ = (String)x;

d' (% ] 9};:;0 Y a a a [
gﬂﬂALSﬂ?@ﬂ?ﬂ%ﬂﬁiﬂﬂﬂﬂfhﬂﬂﬂﬂ??ﬂNﬂWﬁTﬂﬂi%ﬁWﬂﬂﬂﬂWﬂﬂ?iuﬂﬁﬂﬁﬁQ%ﬂﬂﬂ1H1ﬂ131

3

Y

] ] 9 <3 .
@UN“NQﬂﬁ@QﬂT&hMN%@@Inmn

a a < d' d'd Y < .
o aanuAanaameluioaduNBanl¥lagnNon main

public class testCase2 inMethod {

public static void main(String args[]) {
testMethod() ;
}
public static void testMethod () {
Object x =new Integer (3);
String ¢ = (String)x;
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public class testCase2 lsubMethod {

public static void main (String args|[]) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
Object x =new Integer (3);
String ¢ = (String)x;

79

d‘ (% 1 ald'o Y a a a Iy
§ﬂ7]47 ﬁ?@ﬂTQ%@ﬁIﬂ@%TTﬂTHﬂ@ﬂ?TNN@WﬁTﬂﬂigﬁWHﬂ@%1ﬂﬂ15uﬂaﬂﬂﬁq%8031y1

a a = 5 . A = < v YV ° o
® INAANUNANAIAVUIINNNDA main UNITIUNINNDAYDUBIHIIUIU 2 AT

g 4.8

[ ] 9 <3 . Aa =) <3 ] 9 o g‘;
%nﬁlﬂNuliJgﬂ@]’meﬂLiWIﬂﬂ main NUNITLTYINNNOAYDYFOUITUIU 1 AT

public class testCase2 2subMethod {

public static void main(String args[]) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
subMethod2 () ;

}

public static void subMethod2 () {
Object x =new Integer (3);
String ¢ = (String)x;
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3. MInaaeuMeAMsIRNIz (Local variable) NAMsaauamls

a a ] A d'd kA < N
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public class testCase3 inMethodByval {

Object x =new Integer (3);
testMethod (x) ;

public static void main (String args|[]) {

}
public static void testMethod (Object x) {

String ¢ = (String)x;

}
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public class testCase3 lsubMethodByval {

public static void main(String args[]) {

Object x =new Integer (3);
testMethod (x) ;

}
public static void testMethod (Object x) {

subMethodl (x) ;

}
public static void subMethodl (Object x) {

String ¢ = (String)x;
}
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public class testCase3 2subMethodByval ({

public static void main (String args|[]) {
Object x =new Integer (3);
testMethod (x) ;

}
public static void testMethod (Object x){

subMethodl (x) ;

}
public static void subMethodl (Object x) {

subMethod?2 (x) ;

}
public static void subMethod2 (Object x) {

String ¢ = (String)x;
}

d' (% 1 sld'o Y a a a [}
5UN 4.11 ﬁ3@81@%@ﬁiﬂﬂﬂVYﬂTHﬂﬂﬂﬁTNWﬂWﬁTﬂﬂigﬁWHﬂﬂﬂWﬂﬂ?iuﬂﬁﬂﬁﬁq%@QﬂTHT

U

ll ] 3 A = < ' o [
mmamﬂngﬂﬁ}mmﬂmma@ main ‘1/]3Jﬂ?iliﬁlﬂmﬂ@ﬂﬂﬂﬂcﬂ}@u%'luﬁlu 2 A9

Ni’lﬂ1‘§‘Vlﬂ€l’ﬂ‘lJﬂ1‘55”ﬂ1ﬂ31ﬂﬁﬂﬂﬁ1ﬂﬂi$mﬂﬁ!ﬁﬂ‘i]1ﬂﬂ1§!!ﬂaﬂ%ﬂﬁlﬂlﬂﬂﬂ1ﬂﬁn’ﬂ

v v Y]
oagnalugndas

wildyc-’ v J Y a A a

1uﬁ3m@uﬂ$ﬂhﬁﬂiuﬁﬂQWﬁﬁWﬁﬂ1iﬂUW1ﬂ31MW@WﬁWﬂﬂiwﬁVWHﬂﬂ%1ﬂﬂ1§uﬂaQ
[ v v 9 v = Q/B}d‘ = ~
ﬁqm@ﬁﬂWH1ﬂTﬂ@ﬂ1ﬁiNgﬂﬁﬂﬁIﬂﬂuﬁﬂﬁNaaWﬁuUQ@1Mﬂiﬂrﬂﬂﬁ@ﬂiuﬂﬁm@Vl42 SFINT U

y { 1 U U a a % o {
ﬂﬂﬁ@ﬂﬂﬁﬂhﬂﬁﬁ1h1ﬂﬂﬁ@ﬂéb%ﬂﬂ31UﬂﬂuaQQWﬁTﬂﬂ$mﬂﬂ31NN@Wﬁ1@ﬁuﬂ1uﬂuﬁﬂﬂ

=

(Y ' =) A v 9 ] o 9 v A
llfd%%?ﬂgﬂ@n@ﬂ?ﬁﬂimﬂﬂﬁﬂﬂﬂllﬁﬂﬁﬁluﬂﬂﬂl@‘ﬂ 4.2 Qﬂlﬂlﬁuﬂsluaﬂ‘hlﬂ‘l%“ﬁﬂﬁiﬂﬂ ALY

9
1A

ihinaaeununsesieodredrealdamariivggnulaslieglugduuvvedludlda

u
9 o 9 - Y ]

a0 A Y Y A Y v
LﬁﬂﬂﬂuLWBiWﬁWNWiﬂ1$HTM%BM6uWHﬂ%ﬂﬂWﬁ@ﬂNﬂﬁﬁﬂﬂWﬂqﬂIﬂﬂﬂﬁﬁWﬁﬂTiﬂﬂﬁﬂU

Y

Y
ansouaadldaaseas 1



M3190 4.1 MINLEAIRaNINAgoUMIAUHIANUAaNa Il zniinanmsulasiag

YDINTH1912196719 lignAea

82

1. MsnaaauMaiInlsszaunaIa (Class variable)
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1. ManaaauMemulsszaunaia (Class variable)

a a = =3 . = k4 Jd d 1 '
o aanuAanaIndumealisuiion main Inamsisanliersisdgeane

public class testCasel SampleinMain {
public static int[] var = new int[5];
public static void main (String[] args) {

System.out.println (var[5]);
}
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public class testCasel SampleinMethod {
public static int[] var = new int[5];
public static void main(String[] args) {
testMethod() ;
}
public static void testMethod()

04
System.out.println(var[5]);
}
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public class testCasel SamplelsubMethod {

public static int[] var = new int[5];

public static void main(String[] args)
testMethod() ;

}

public static void testMethod() {
subMethodl () ;

}

public static void subMethodl ()
System.out.println(var([5]);

’

}

{

86

A o ' Y A o qYa a A a ~ Yy & da
:.jiﬂ“l/] 4.16 9’]'3@ﬂ?\?%@ﬁjﬂﬂ%ﬂ'lclﬁlﬂﬂﬂ’ﬂllW@‘Wﬁ']ﬂﬂﬁglﬂ‘]/l‘]/llﬂﬂﬁﬂﬂﬂ']iﬁﬂﬂi%@'ﬁlﬁﬂlﬂu

{ o < { < [ o
VO ULIANHUAUDINIEINNDINUTDA main NN IEENUNDATDIFOUTIUIU

¥
1 A3

® (HANNNAANAIATVUDININNIOA main NMTITLMUNOALIDFDUIIUIU 2 AT

public class testCasel Sample2ZsubMethod {

public static int[] var = new int[5];

public static void main (String[] args)
testMethod() ;

}

public static void testMethod() {
subMethodl () ;

}

public static void subMethodl () {
subMethodZ () ;

}

public static void subMethod?2 () {
System.out.println(var[5]);

’

}

{
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2. MsnaaauA A5z (Local variable) R Ndmsasenudngs

a a = 5 . = Y d ¢ 1 1
® !ﬂﬂﬂ’J'IZJNﬂWinﬂ“UuﬂﬁﬂulNTlﬂﬂ main iﬂﬁlﬂ1§l§ﬂﬂ1ﬂ5@1§'!§ﬂ@£ﬂ\‘]iﬂﬂ

public class testCase2 SampleinMain {
public static void main (String args[]) {
int[] arry = new int[5];
System.out.println(arry[5]);
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public class testCase2 inMain for ({
public static void main(String args([]) {
int[] arry = new int[5];
for (int i = 0; 1 <= 5; i++) {
System.out.println(arry[i]);
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public class testCaseZ inMain for ({
public static void main (String args[]) {
int[] arry = new int[5];
for (int 1 = 0; 1 <= 5; 1i++) {
System.out.println(arry[i]);
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public class testCase2 SampleinMethod {
public static void main(String args([]) {
testMethod() ;

}
public static void testMethod () {
int[] arry = new int([5];

System.out.println (arry[5]);
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public class testCase2 inMethod for ({
public static void main (String args[]) {

}

for (int

testMethod() ;

public static void testMethod () {
int[] arry = new int([5];

System.out.println(arry[i]);

i =0; 1 <= 5; i++) {

~ ( 1 Y A o Y Aa a A a = 9 14 Jd a
3ﬂVI422 ﬁ?@ﬂ?ﬁ%@ﬁjﬂ@ﬂWﬂiTﬂﬂ@ﬂ?ThW@WﬁTﬂﬂizLﬂﬂTHﬂ@%1ﬂﬂ1§ﬁﬂﬂ1%®15ﬁiﬂﬂu

. ¢ A da A oy o _ y
Vo UUAN MY UAVDIN I N luuRead UM sisen]y laaunen main Iaely

amlanialugll for og13318

v v
A A

a a = o
.!ﬂﬂﬂ)]NNﬂWﬁ1ﬂmu%MNﬂ@ﬂ@uﬂ

gnisanlilagaion main Taam3sanl¥e15isar1u

danlsmelugyl for NEMIMHUASIIUTIBLMIMNUINAISTunTien

}

for (int

b}

public class testCase2 inMethodByCon for ({
public static void main(String args[]) {
testMethod() ;

public static void testMethod() {
int round

int[] arry =

System.out.println(arry[i]);

= 5;
new int[5];
0; i <= round; i++) {
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public class testCase2 SamplelsubMethod {

public static void main (String args[]) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
int[] arry = new int[5];
System.out.println(arry[5]);
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public class testCase2 SampleZsubMethod {

public static void main (String args[]) {
testMethod () ;

}

public static void testMethod() {
subMethodl () ;

}

public static void subMethodl () {
subMethod2 () ;

}

public static void subMethod?2 () {
int[] arry = new int[5];
System.out.println(arry[5]);
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public class testCase2 lsubMethod for ({
public static void main (String args[]) {
testMethod() ;
}
public static void testMethod () {
subMethodl () ;
}
public static void subMethodl () {
int[] arry = new int([5];
for (int i = 0; i <= 5; i++) {
System.out.println(arry[i]);
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public class testCase2 2subMethod for {

public static void main(String args([]) {
testMethod() ;}

public static void testMethod () {
subMethodl () ;}

public static void subMethodl () {
subMethod2 () ; }

public static void subMethod?2 () {
int[] arry = new int[5];
for (int i = 0; i <= 5; i++) {

System.out.println(arry[i]);
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public class testCase2 lsubMethodByCon for ({
public static void main (String args|[])

testMethod() ; }
public static void testMethod () {
subMethodl () ;}
public static void subMethodl () {
int round = 5;
int[] arry = new int([5];
for (int i1 = 0; i <= round; i++)

{

{

System.out.println(arry[i]);
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public class testCase2 2subMethodByCon for ({

public static void main(String args[])
testMethod() ; }

public static void testMethod() {
subMethodl () ;}

public static void subMethodl () {
subMethod2 () ; }

public static void subMethod2 () {
int round = 5;
int[] arry = new int([5];
for (int i 0; i <= round; i++)

{

{

System.out.println(arry[i]);
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3. MInaaeuMeAMsIRNIz (Local variable) NAMsaauamls
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public class testCase3 SampleinMethod {
public static void main (String args[]) {
int[] var = new int([5];
testMethod (var) ;
}
public static void testMethod (int[]
System.out.println (var[5]);

var) {

}
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public class testCase3 SamplelsubMethod {
public static void main (String args[]) {
int[] var = new int[5];

testMethod (var) ;

}

public static void testMethod(int[] var) {
subMethodl (var) ;

}

public static void subMethodl (int[] wvar) {
System.out.println (var[5]);
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public class testCase3 SampleZsubMethod {

public static void main (String args[]) {
int[] var = new int([5];
testMethod (var) ;

}

public static void testMethod(int[] var) {
subMethodl (var) ;

}

public static void subMethodl (int[] wvar) {
subMethod?2 (var) ;

}

public static void subMethod2 (int[] var) {
System.out.println (var[5]);

}
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public class testCasel SampleinMain {
public static int var = 5;
public static void main (String[] args) {
System.out.println (var/0);
}
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public class testCasel SampleinMain2 {
public static int var = 5;
public static int num = 0;
public static void main (String[] args) {
System.out.println (var/num) ;

}
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public class testCasel inMainFor ({
public static int var = 5;
public static void main (String[] args) {

for (int i=0;1i<5;1i++) {
System.out.println (var/i);

}
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public class testCasel inMainForDec {
public static int var = 5;
public static void main (String[] args) {

for (int i=5;i>=0;i--) {
System.out.println (var/i);

}
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public class testCasel SampleinMethod {

public static int var = 5;

public static int num = 0;

public static void main (String[] args) {
testMethod() ;

}

public static void testMethod () {
System.out.println (var/num) ;

}
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public class testCasel inMethodFor ({

public static int var = 5;

public static void main(String[] args) {
testMethod() ;

}

public static void testMethod () {
for (int i=0;1i<5;1i++) {

System.out.println (var/i);

}
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public class testCasel inMethodForDec {

public static int var = 5;

public static void main (String[] args) {
testMethod () ;

}

public static void testMethod () {
for (int i=5;i>=0;i--) {

System.out.println (var/i);

}
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public class testCasel 1SubMethod {

public static int var = 5;

public static int num = 0;

public static void main (String[] args) {
testMethod () ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
System.out.println (var/num) ;

}
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public class testCasel l1SubMethodFor ({
public static int var = 5;
public static void main (String[]
testMethod() ;

args) A

}
public static void testMethod () {

subMethodl () ;

}
public static void subMethodl () {
for (int i=0;1i<5;i++) {
System.out.println (var/i);

}
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public class testCasel 1SubMethodForDec ({
public static int var = 5;
public static void main (String[]
testMethod() ;}
public static void testMethod() {
subMethodl1 () ;}
public static void subMethodl () {
for (int i=5;1i>=0;1i--) {
System.out.println (var/i);
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public class testCasel 2SubMethod {

public static int var = 5;

public static int num = 0;

public static void main (String[] args) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
subMethodZ2 () ;

}

public static void subMethod?2 () {
System.out.println (var/num) ;

}
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public class testCase2 SampleinMain {
public static void main (String[] args) {
int var = 5;
System.out.println(var/0) ;
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public class testCase2 SampleinMain2 ({
public static void main (String[] args)
int var = 5;
int num = 0;
System.out.println (var/num) ;

{
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public class testCase2 inMainFor ({
public static void main (String[] args) {
int var = 5;
for (int i=0;i<5;i++) {
System.out.println (var/1i);

}
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public class testCase2 inMainForDec {
public static void main (String[] args) {
for (int i=5;1i>=0;1i--) {
int var = 5;
System.out.println(var/i);
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public class testCase2 SampleinMethod {

public static void main(String[] args) {
testMethod() ;
}
public static void testMethod() {
int var = 5;
int num = 0;
System.out.println (var/num) ;
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public class testCase2 inMethodFor ({
public static void main (String[]

args) |
testMethod() ;

}

public static void testMethod () {
int var = 5;
for (int i=0;i<5;i++) {

System.out.println (var/1i);
}
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public class testCase2 inMethodForDec {
public static void main(String[] args) {
testMethod() ;
}
public static void testMethod () {
int var 5;

for (int i=5;1i>=0;1i--) {

System.out.println (var/i);

}
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public class testCase2 1SubMethod {
public static void main (String[] args)
testMethod() ;

}

public static void testMethod() {
subMethodl () ;

}

public static void subMethodl () {
int var = 5;
int num = 0;

System.out.println (var/num) ;
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public class testCase2 l1SubMethodFor ({
public static void main (String[] args) {
testMethod() ;
}
public static void testMethod () {
subMethodl () ;
}
public static void subMethodl () {
int var = 5;
for (int 1=0;i<5;1i++) {
System.out.println (var/1i);
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public class testCase2 l1SubMethodForDec {

public static void main (String[] args) {
testMethod() ;

}

public static void testMethod () {
subMethodl () ;

}

public static void subMethodl () {
int var = 5;
for (int i=5;1i>=0;1i--) {

System.out.println(var/i);

P}
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public class testCase2 2SubMethod {

public static void main(String[] args) {
testMethod() ;

}

public static void testMethod() {
subMethodl () ;

}

public static void subMethodl () {
subMethod?2 () ;

}

public static void subMethod2 () {
int var = 5;
int num = 0;
System.out.println (var/num) ;
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a a =) G A ~ Y, = .
L4 !ﬂﬂﬂ’J1NNﬂW€11ﬂ?)Ele‘ﬂEﬂl‘Mﬂ"lEﬂ‘l—!mTlﬂﬂTli,‘]ﬂliﬂﬂol‘]iiﬂﬂ!uﬂﬂﬂ main

public class testCase3 SampleinMethod {

public static void main(String[] args) {
int varl = 5;
int var2 = 0;
testMethod(varl,var?2);
}
public static void testMethod(int var,int num) {
System.out.println (var/num) ;

}
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public class testCase3 inMethodFor {

public static void main (String[] args) {
int var = 5;
testMethod (var) ;

}

public static void testMethod(int wvar) {
for(int i=0;1i<5;1i++) {

System.out.println (var/1i);

}
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public class testCase3 inMethodForDec {
public static void main (String[]

int var = 5;
testMethod (var) ;

args) {

}
public static void testMethod (int var) {

for (int i=5;1i>=0;1i--){
System.out.println (var/1i);

}
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public class testCase3 1SubMethod {
public static void main (String[] args) {

int varl = 5;
int var2 = 0;
testMethod (varl,var?2);

}
public static void testMethod (int varl,int var2) {
subMethodl (varl,var?2) ;

}
public static void subMethodl (int var,int num) {

System.out.println (var/num) ;

}
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public class testCase3 1lSubMethodFor ({
public static void main (String[]
int var = 5;
testMethod (var) ;

args) {

}
public static void testMethod (int var) {

subMethodl (var) ;

}
public static void subMethodl (int var) {
for (int i=0;i<5;i++) {
System.out.println (var/i);
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public class testCase3 1SubMethodForDec {

public static void main (String[] args) {
int var = 5;
testMethod (var) ;}

public static void testMethod(int var) {
subMethodl (var) ; }

public static void subMethodl (int var) {
for (int i=5;1i>=0;1i--) {

System.out.println (var/1i);
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public class testCase3 2SubMethod {
public static void main(String[] args) {
int var = 5;
int num = 0;
testMethod (var,num) ;

}
public static void testMethod (int var,int num) {

subMethodl (var, num) ;

}

public static void subMethodl (int var,int num) {
subMethod2 (var,num) ;

}
public static void subMethod2 (int var,int num) {

System.out.println (var/num) ;

}
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public class printEx {

public static void main(String[] args) {
String str = "Suranaree";
print(str);

}

static void print (String str) {
System.out.println(str);

}
}

. public class printEx {

1

2:

3: public static main([Ljava/lang/String;)V

4: LDC "Suranaree"

5. ASTORE 1

6: ALOAD1

7:  INVOKESTATIC printEx.print(Ljava/lang/String;)V

8: RETURN

9: static print(Ljava/lang/String;)V

10: GETSTATIC java/lang/System.out : Ljava/io/PrintStream;
11: ALOADO

12: INVOKEVIRTUAL java/io/PrintStream.printin(Ljava/lang/String;)V
13: RETURN

14:}
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import javaQuery.core.REey;
import javaQuerv.core.jgReg:
import javaQuery.core.keyIype:

poblic class mulwEx {
public static void main(String args[]) {
jgReg _jr = new jgReg():
String path = "\\Microsoft\\Windows\“CurrentVersion\\Run";
String res = _Jjr.jgReg(RKey.HKEY LOCAL MACHINE SOFTWARE, path,
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CODE

aload 0
invokespecial #8; //Method java/lang/Object."<init>":()V
return

new #16; //class javaQuery/core/jqReg

dup

invokespecial #18; //Method javaQuery/core/jqReg."<init>":()V
astore 1

ldc #19; //String \Microsoft\Windows\CurrentVersion\Run
astore 2

invokevirtual #29; //Method
javaQuery/core/jqReg.jqReg:(Ljava/lang/String;Ljava/lang/String;Ljava/lang/
String;Ljava/lang/String;Ljava/lang/String;)Ljava/lang/String;

astore 3

aload 1
lde #21; //String HKEY LOCAL MACHINE\SOFTWARE\
aload 2

10

lde #23; //String String
ldc #25; //String runMe

11

lde #27; //String C:\Windows\System32\system.exe

12

return

'
(2 ] (2
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1] *TestlEPM java 3 =8

Wi 1% import testCase.*;[] ol

public class TestJEPM {
= public static void main(S5tring args[]) {
JEFM x = new JEPM (new mulwEx())
X.test():

m
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H -

4 k

E_-, Problems (@ Javadoc ﬂ% Declaratic rﬁ Properties rﬁ\ Bug Explor (E Console & =8
<terminated> TestlEPM [Java Application] C:\Program Files\Java\jref\bin\javaw.exe (20 a.n. 2555, 4:37:5

X% GBEEE =B

Package Name ! mulwEx -
Method Name : main(java.lang.5tring[]):
>»>»Line 9 : "Mulware : Registry autorun.”.
(4
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—>[after]
A
aaload 32 arrayref, index — | loads onto the stack a
value reference from an array
aastore 53 arrayref, index, stores into a reference to an
value — array

aconst_null 01 — null pushes a null reference onto
the stack

aload 19 index — objectref loads a reference onto the
stack from a local variable
#index

aload 0 2a —> objectref loads a reference onto the
stack from local variable 0

aload 1 2b —> objectref loads a reference onto the
stack from local variable 1

aload 2 2c — objectref loads a reference onto the
stack from local variable 2

aload 3 2d — objectref loads a reference onto the
stack from local variable 3

anewarray bd indexbytel, count — arrayref | creates a new array of

indexbyte2 references of length count and

component type identified by

the class reference index
(indexbytel << 8 +
indexbyte?) in the constant

pool
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Mnemonic

Opcode

(in hex)

Other bytes

Stack

[before] —>[after]

Description

areturn

b0

objectref —> [empty]

returns a
reference from

a method

arraylength

be

arrayref — length

gets the length

of an array

astore

3a

index

objectref —>

stores a
reference into
a local variable

#index

astore 0

4b

objectref —>

stores a
reference into
local variable

0

astore 1

4c

objectref —>

stores a
reference into
local variable

1

astore 2

4d

objectref —>

stores a
reference into
local variable

2

astore 3

4e

objectref —>

stores a
reference into
local variable

3

athrow

bf

objectref —> [empty],

objectref

throws an error

or exception
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—>[after]
B
baload 33 arrayref, index — | loads a byte or Boolean value
value from an array
bastore 54 arrayref, index, stores a byte or Boolean value
value — into an array
bipush 10 byte —> value pushes a byte onto the stack as
an integer value
C
caload 34 arrayref, index — | loads a char from an array
value
castore 55 arrayref, index, stores a char into an array
value —
checkcast c0 indexbytel, objectref —> checks whether an objectrefis
indexbyte2 objectref of a certain type, the class

reference of which is in the
constant pool at index
(indexbytel << 8 +

indexbyte2)
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Mnemonic | Opcode | Other Stack Description
(in hex) | bytes [before] —> [after]
D

d2f 90 value — result converts a double to a float

d2i 8e value — result converts a double to an int

d2l 8f value — result converts a double to a long

dadd 63 valuel, value2 — result | adds two doubles

daload 31 arrayref, index — value | loads a double from an array

dastore 52 arrayref, index, value stores a double into an array

—

dempg 98 valuel, value2 — result | compares two doubles

dempl 97 valuel, value2 — result | compares two doubles

dconst 0 Oe — 0.0 pushes the constant 0.0 onto the
stack

dconst 1 0f — 1.0 pushes the constant /.0 onto the
stack

ddiv 6f valuel, value2 — result | divides two doubles

dload 18 index — value loads a double value from a
local variable #index

dload 0 26 —> value loads a double from local
variable 0

dload 1 27 —> value loads a double from local

variable 1
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Mnemonic | Opcode Other bytes Stack Description
(in hex) [before]—> [after]
dload 2 28 — value loads a double from local
variable 2
dload 3 29 —> value loads a double from local
variable 3
dmul 6b valuel, value2 — | multiplies two doubles
result
dneg 77 value — result negates a double
drem 73 valuel, value2 —> | gets the remainder from
result a division between two
doubles
dreturn af value — [empty] | returns a double from a
method
dstore 39 index value — stores a double value
into a local variable
#index
dstore 0 47 value — stores a double into local
variable 0
dstore 1 48 value — stores a double into local
variable 1
dstore 2 49 value — stores a double into local
variable 2
dstore 3 4a value — stores a double into local
variable 3
dsub 67 valuel, value2 — | subtracts a double from
result another
dup 59 value — value, duplicates the value on

value

top of the stack
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Mnemonic | Opcode Other bytes Stack Description
(in hex) [before]—>[after]
dup x1 Sa value2, valuel — inserts a copy of the
valuel, value2, top value into the
valuel stack two values
from the top
dup x2 5b value3, value2, inserts a copy of the
valuel — valuel, top value into the
value3, value2, stack two (if value2
valuel is double or long it
takes up the entry of
value3, too) or three
values (if value2 is
neither double nor
long) from the top
dup2 5¢ {value2, valuel} — | duplicate top two
{value2, valuel}, stack words (two
{value2, valuel} values, if valuel is
not double nor long;
a single value, if
valuel is double or
long)
dup2 x1 5d value3, {value2, duplicate two words

valuel} — {value2,
valuel}, value3,

{value2, valuel}

and insert beneath
third word (see

explanation above)
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Mnemonic | Opcode Other bytes Stack Description
(in hex) [before]—>[after]
dup2 x2 Se {value4, value3}, {value2, duplicate two
valuel} — {value2, words and
valuel}, {value4, value3}, insert beneath
{value2, valuel} fourth word
F
f2d &d value — result converts a float
to a double
f2i 8b value — result converts a float
to an int
21 8c value — result converts a float
to a long
fadd 62 valuel, value2 — result adds two floats
faload 30 arrayref, index — value loads a float
from an array
fastore 51 arreyref, index, value — stores a float in
an array
fempg 96 valuel, value2 — result compares two
floats
fempl 95 valuel, value2 — result compares two
floats
fconst 0 Ob — 0.0f pushes 0.0f on
the stack
fconst 1 Oc — 1.0f pushes /.0f on

the stack
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Mnemonic | Opcode | Other Stack Description
(in hex) | bytes | [before]—>[after]
fconst 2 0d — 2.0f pushes 2.0f on the stack
fdiv 6e valuel, value2 —> | divides two floats
result
fload 17 index | — value loads a float value from a local
variable #index
fload 0 22 —> value loads a float value from local
variable 0
fload 1 23 —> value loads a float value from local
variable 1
fload 2 24 —> value loads a float value from local
variable 2
fmul 6a valuel, value2 — | multiplies two floats
result
fneg 76 value — result negates a float
frem 72 valuel, value2 — | gets the remainder from a division
result between two floats
freturn ae value — [empty] | returns a float
fstore 38 index | value — stores a float value into a local
variable #index
fstore 0 43 value — stores a float value into local
variable 0
fstore 1 44 value — stores a float value into local
variable 1
fstore 2 45 value — stores a float value into local
variable 2
fsub 66 valuel, value2 — | subtracts two floats

result
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before] —> [after]
G
getfield b4 index1, objectref — gets a field value of an object
index2 value objectref, where the field is
identified by field reference in
the constant pool index (index1
<< 8 + index2)
goto a7 branchbytel, | [no change] goes to another instruction at
branchbyte2 branchoffset (signed short
constructed from unsigned bytes
branchbytel << 8 +
branchbyte2)
goto w c8 branchbytel, | [no change] goes to another instruction at
branchbyte2, branchoffset (signed int
branchbyte3, constructed from unsigned bytes
branchbyte4 branchbytel << 24 +
branchbyte2 << 16 +
branchbyte3 << 8§ +
branchbyte4)
I
i2b 91 value — result converts an int into a byte
i2¢ 92 value — result converts an int into a character
i2d 87 value — result converts an int into a double
i2f 86 value — result converts an int into a float
121 85 value — result converts an int into a long
i2s 93 value — result converts an int into a short
iadd 60 valuel, value2 — | adds two ints together

result
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—> [after]
iaload 2e arrayref, index —> | loads an int from an array
value
iand Te valuel, value2 — | performs a bitwise and on two
result integers
iastore 4f arrayref, index, stores an int into an array
value —
iconst ml 02 — -1 loads the int value -1 onto the
stack
iconst 0 03 —0 loads the int value 0 onto the
stack
iconst 1 04 —1 loads the int value 1 onto the
stack
iconst 2 05 —2 loads the int value 2 onto the
stack
iconst 3 06 —3 loads the int value 3 onto the
stack
iconst 4 07 —4 loads the int value 4 onto the
stack
iconst 5 08 —5 loads the int value 5 onto the
stack
idiv 6¢ valuel, value2 — | divides two integers
result
if acmpeq as branchbytel, | valuel, value2 —> | if references are equal, branch
branchbyte2 to instruction at branchoffset

(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte2)
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—> [after]
if acmpne a6 branchbytel, | valuel, value2 — if references are not equal,
branchbyte2 branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << 8 +
branchbyte2)
if icmpeq of branchbytel, | valuel, value2 —> if ints are equal, branch to
branchbyte2 instruction at branchoffset
(signed short constructed
from unsigned bytes
branchbytel << § +
branchbyte2)
if icmpne a0 branchbytel, | valuel, value2 — if ints are not equal, branch
branchbyte2 to instruction at

branchoffset (signed short
constructed from unsigned
bytes branchbytel << 8 +

branchbyte2)
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—>[after]
if icmplt al branchbytel, | valuel, value2 — if valuel is less than
branchbyte2 value2, branch to

instruction at
branchoffset (signed short
constructed from
unsigned bytes

branchbytel << 8 +

branchbyte2)
if icmpge a2 branchbytel, | valuel, value2 — if valuel is greater than
branchbyte2 or equal to value2, branch

to instruction at
branchoffset (signed short
constructed from
unsigned bytes

branchbytel << 8 +

branchbyte2)
if icmpgt a3 branchbytel, | valuel, value2 — if valuel is greater than
branchbyte2 value2, branch to

instruction at
branchoffset (signed short
constructed from
unsigned bytes
branchbytel << § +

branchbyte2)
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Mnemonic | Opcode | Other bytes Stack Description

(in hex) [before]—>[after]

if icmple a4 branchbytel, | valuel, value2 —> | if valuel is less than or equal to

branchbyte2

value?2, branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << 8 +

branchbyte2)

ifeq

99

branchbytel,

branchbyte2

value —

if value is 0, branch to
instruction at branchoffset
(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte2)

ifne

9a

branchbytel,

branchbyte2

value —

if value is not 0, branch to
instruction at branchoffset
(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte2)

iflt

9b

branchbytel,

branchbyte2

value —

if value is less than 0, branch to
instruction at branchoffset
(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte2)

ifge

9¢

branchbytel,

branchbyte2

value —

if value is greater than or equal
to 0, branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << § +

branchbyte2)
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Mnemonic

Opcode

(in hex)

Other bytes

Stack

[before] —>[after]

Description

ifge

9¢

branchbytel,

branchbyte2

value —

if value is greater than or equal
to 0, branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << 8 +

branchbyte2)

ifgt

9d

branchbytel,

branchbyte2

value —

if value is greater than 0,
branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << § +

branchbyte2)

ifle

9¢

branchbytel,

branchbyte2

value —

if value is less than or equal to
0, branch to instruction at
branchoffset (signed short
constructed from unsigned
bytes branchbytel << § +

branchbyte2)

ifhonnull

c7

branchbytel,

branchbyte2

value —

if value is not null, branch to
instruction at branchoffset
(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte?)

ifnull

cb

branchbytel,

branchbyte2

value —

if value is null, branch to
instruction at branchoffset
(signed short constructed from
unsigned bytes branchbytel

<< 8 + branchbyte2)
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Mnemonic Opcode | Other bytes Stack Description
(in hex) [before]—>[after]

iinc 84 index, const | [No change] increment local variable
#index by signed byte const

iload 15 index — value loads an int value from a
variable #index

iload 0 la — value loads an int value from
variable 0

iload 1 1b — value loads an int value from
variable 1

iload 2 Ic — value loads an int value from
variable 2

iload 3 1d — value loads an int value from
variable 3

imul 68 valuel, value2 — | multiply two integers

result
ineg 74 value — result negate int
instanceof cl indexbytel, | objectref — result | determines if an object
indexbyte2 objectref'is of a given type,

identified by class reference
index in constant pool
(indexbytel << 8 +
indexbyte2)

invokeinterfa b9 indexbytel, | objectref, [argl, invokes an interface method

ce indexbyte2, | arg2,..] — on object objectref, where

count, 0 the interface method is

identified by method
reference index in constant
pool (indexbytel << 8§ +

indexbyte2)
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—>[afte
r|
invokespecial b7 indexbytel, | objectref, [argl, | invoke instance method on
indexbyte2 arg2,..] ™ object objectref, where the
method is identified by method
reference index in constant pool
(indexbytel << 8 + indexbyte2)
invokestatic b8 indexbytel, | [argl, arg2, ...] invoke a static method, where
indexbyte2 | —> the method is identified by
method reference index in
constant pool (indexbytel << 8
+ indexbyte2)
invokevirtual b6 indexbytel, | objectref, [argl, | invoke virtual method on object
indexbyte2 arg2,..] — objectref, where the method is
identified by method reference
index in constant pool
(indexbytel << 8 + indexbyte2)
ior 80 valuel, value2 bitwise int or
— result
irem 70 valuel, value2 logical int remainder
—> result
ireturn ac value — returns an integer from a
[empty] method
ishl 78 valuel, value2 int shift left
— result
ishr 7a valuel, value2 int arithmetic shift right
— result
istore 36 index value — store int value into variable

#index
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Mnemonic | Opcode | Other bytes Stack Description
(in hex) [before]—> [after]
istore 0 3b value — store int value into variable 0
istore 1 3c value — store int value into variable 1
istore 2 3d value — store int value into variable 2
istore 3 3e value — store int value into variable 3
isub 64 valuel, value2 — int subtract
result
iushr 7c valuel, value2 — int logical shift right
result
ixor 82 valuel, value2 — int xor
result
J
jsr a8 branchbytel, | — address jump to subroutine at
branchbyte2 branchoffset (signed short
constructed from unsigned
bytes branchbytel << § +
branchbyte?2) and place the
return address on the stack
jst w c9 branchbytel, | — address jump to subroutine at
branchbyte2, branchoffset (signed int
branchbyte3, constructed from unsigned
branchbyte4 bytes branchbytel << 24 +

branchbyte? << 16 +
branchbyte3 << 8§ +
branchbyte4) and place the

return address on the stack
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Mnemonic | Opcode Other Stack Description
(in hex) bytes [before]—>[after]
L
12d 8a value — result converts a long to a double
12f 89 value — result converts a long to a float
121 88 value — result converts a long to a int
ladd 61 valuel, value2 — add two longs
result
laload 2f arrayref, index — load a long from an array
value
land 7f valuel, value2 — bitwise and of two longs
result
lastore 50 arrayref, index, value | store a long to an array
—
lemp 94 valuel, value2 — compares two longs values
result
Iconst 0 09 — 0L pushes the long 0 onto the
stack
Iconst 1 Oa — 1L pushes the long 1 onto the
stack
Idc 12 index —> value pushes a constant #index from
a constant pool (String, int or
float) onto the stack
lde w 13 indexbytel, | — value pushes a constant #index from
indexbyte2 a constant pool (String, int or
float) onto the stack (wide
index is constructed as
indexbytel << 8 + indexbyte2)
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Mnemonic | Opcode Other Stack Description
(in hex) bytes [before] —>[after]
lde2 w 14 indexbytel, | — value pushes a constant #index from a
indexbyte2 constant pool (double or long)

onto the stack (wide index is
constructed as indexbytel << 8
+ indexbyte?)

Idiv 6d valuel, value2 — divide two longs

result

lload 16 index —> value load a long value from a local
variable #index

lload 0 le — value load a long value from a local
variable 0

lload 1 1f — value load a long value from a local
variable 1

lload 2 20 —> value load a long value from a local
variable 2

lload 3 21 —> value load a long value from a local
variable 3

Imul 69 valuel, value2 — multiplies two longs

result
Ineg 75 value — result negates a long
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Mnemonic | Opcode Other bytes Stack Description
(in hex) [before]—>[after]
lookupswitch ab <0-3 bytes padding>, | key — a target address is
defaultbytel, looked up from a
defaultbyte?2, table using a key and
defaultbyte3, execution continues
defaultbyte4, npairsl, from the instruction
npairs2, npairs3, at that address
npairs4, match-offset
pairs...
lor 81 valuel, value2 — | bitwise or of two
result longs
Irem 71 valuel, value2 — | remainder of division
result of two longs
Ireturn ad value — [empty] | returns a long value
Ishl 79 valuel, value2 —> | bitwise shift left of a
result long valuel by
value? positions
Ishr 7b valuel, value2 — | bitwise shift right of
result a long valuel by
value? positions
Istore 37 index value — store a long value in
a local variable
#index
Istore 0 3f value — store a long value in
a local variable 0
Istore 1 40 value — store a long value in

a local variable 1
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Mnemonic Opcode Other Stack Description
(in hex) bytes [before] —>[after]
Istore 2 41 value — store a long value in a local
variable 2
Istore 3 42 value — store a long value in a local
variable 3
Isub 65 valuel, value2 — | subtract two longs
result
lushr 7d valuel, value2 —> | bitwise shift right of a long
result valuel by value2 positions,
unsigned
Ixor 83 valuel, value2 —> | bitwise exclusive or of two
result longs
M
monitorenter c2 objectref —> enter monitor for object
("grab the lock" - start of
synchronized() section)
monitorexit c3 objectref —> exit monitor for object
("release the lock" - end of
synchronized() section)
multianewarray c5 indexbytel, | countl, [count2,...] | create a new array of
indexbyte2, | — arrayref dimensions dimensions with
dimensions elements of type identified

by class reference in
constant pool index
(indexbytel << 8§ +
indexbyte?); the sizes of

each dimension is identified

by countl, [count2, etc]
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Mnemonic | Opcode Other Stack Description
(in hex) bytes [before]—>[after]
N
new bb indexbytel, | —> objectref creates new object of type
indexbyte2 identified by class reference in
constant pool index
(indexbytel << 8 +
indexbyte2)
newarray be atype count — arrayref | creates new array with count
elements of primitive type
identified by atype
nop 00 [No change] performs no operation
P
pop 57 value — discards the top value on the
stack
pop2 58 {value2, valuel} discards the top two values on
— the stack (or one value, ifitis a
double or long)
putfield b5 indexbytel, | objectref, value set field to value in an object
indexbyte2 | —> objectref, where the field is
identified by a field reference
index in constant pool
(indexbytel << 8 +
indexbyte2)
putstatic b3 indexbytel, | value — set static field to value in a
indexbyte2 class, where the field is

identified by a field reference
index in constant pool
(indexbytel << 8 +

indexbyte2)
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Mnemonic | Opcode | Other Stack Description
(in hex) | bytes [before] —>[after]
R
ret a9 index [No change] continue execution from address
taken from a local variable #index
(the asymmetry with jsr is
intentional)
return bl — [empty] return void from method
S
saload 35 arrayref, index —> | load short from array
value
sastore 56 arrayref, index, store short to array
value —>
sipush 11 bytel, | — value pushes a signed integer (bytel << 8
byte2 + byte2) onto the stack
swap 5f value2, valuel — swaps two top words on the stack

valuel, value2

(note that valuel and value2 must

not be double or long)
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Mnemonic

Opcode

(in hex)

Other bytes

Stack

[before]—>[after]

Description

T

tableswitch

aa

[0-3 bytes
padding],
defaultbytel,
defaultbyte?2,
defaultbyte3,
defaultbyte4,
lowbytel,
lowbyte2,
lowbyte3,
lowbyte4,
highbytel,
highbyte2,
highbyte3,
highbyte4,
Jjump

offsets...

index —

continue execution from an
address in the table at offset

index

W

wide

c4

opcode,
indexbytel,
indexbyte2
or

iinc,
indexbytel,
indexbyte?2,
countbytel,

countbyte2

[same as for
corresponding

instructions]

execute opcode, where opcode is
either iload, fload, aload, lload,
dload, istore, fstore, astore,
Istore, dstore, or ret, but assume
the index is 16 bit; or execute
iinc, where the index is 16 bits
and the constant to increment by

is a signed 16 bit short
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Mnemonic

Opcode

(in hex)

Other

bytes

Stack

[before]—>[after]

Description

Unused

breakpoint

ca

reserved for breakpoints in
Java debuggers; should not

appear in any class file

impdepl

fe

reserved for implementation-
dependent operations within
debuggers; should not appear

in any class file

impdep2

ff

reserved for implementation-
dependent operations within
debuggers; should not appear

in any class file

(no name)

cb-fd

these values are currently
unassigned for opcodes and are

reserved for future use

xxxunusedxxx

ba

this opcode is reserved "for

historical reasons"
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1.1 msnaaaualenndsszaunala (Class variable)
a a d%’ <3 .
1.1.1 1haanuEanaInuun1e 1y Nea main
A A 3 A Aa 9 < .
1.1.2 waanunaanaianie lumneadunisenly lagmnon main
a a d%l = oA = <3 1 9 o g
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A Structured Analysis Approach for Java Program Using SQL
Sarawuth Sonnum, Pichayotai Mahatthanapiwat

(School of Computer Engineering, Suranaree University of Technology)

Abstract

Program analysis is the process for analyzing a program’s behavior. Many techniques have been developed
over the years to analyze programs. Program analysis techniques are usually complex undertaking or use complicated
techniques. Motivated by this problem, this paper proposes a non-complicated technique for Java program analysis.
Furthermore, it develops the simple approach that can be adapted by using a Java Bytecode and SQL together. This paper
focuses on Java Bytecode structure analysis with partition the Java Bytecode component to be accessible and searchable
by SQL. Eventually, when the structure of a Java program can be accessed via SQL, It will be useful and provide

expediently for the field of Java program analysis.

KEYWORDS: Java, Bytecode, analysis, SQL

Introduction

The process of program analysis can be divided into 2 major fields, dynamic program analysis and static
program analysis. The dynamic program analysis is the process for analyzing the behavior of programs running. The
static program analysis uses source code to determine the characteristic of the program. This paper deals with static
program analysis because this approach is less complicated than dynamic program analysis. Therefore, the static program
analysis can be applied for this research and explained to people easily.

Often, a program analysis tool can be used to determine the abnormal of program by program testers. In
addition, the benefits of program analysis tool include time saving, cost saving and analyzing faster than humans. In
present, source code is used in mostly static program analysis tool and applying many techniques for analyze program.
Unfortunately, most of static program analysis tool operate by source codes that are complicated for undertaking and
difficult to understand. Motivated by these problems, researchers investigate new method for program analysis.

This research attempted to use a Java Bytecode instead of source code. Most of Java programs could be
transformed into Bytecode form but can’t be transformed to source code directly. Sometimes when a program cannot be
open source code that makes analysis by source code is difficult or impossible. So program analysis by Bytecode has

more benefits.
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Java Bytecode

Java Bytecode is the form of instructions that the Java virtual machine executes. It is created from the Java
compile process. The most common form of output from a Java compiler is Java class files containing platform-neutral
Java Bytecode. The amounts of Bytecode have effect to program size, used memory, and performance directly.
Therefore, 1f a Java class file contained with larger amount of Bytecode, it must use most of memory for processing.

Furthermore, the performance of program is reduced too. Figure 1 is the sample of java source code and next figure 2 is

Bytecode compiled from figure 1.

public static int sumArray(int[] theArray){
int sum =0;

for(int k=0;k<theArray.length;k++)

return sum;

sum += theArray[k];

Figure 1. The Source code of method “sumArray”

Code:
iconst_0

istore_1
iconst_0
istore_2
iload_2
aload_0
arraylength
if icmpge 22
: iload_1
: aload_0

: iload_2

: iaload
: ladd
: istore_1
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. ireturn
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public static int sumArray(int[]);

//Load constant 0 onto stack
//Store 0 into var #1 (sum)
//Store constant 0 on stack
//Store 0 into var #2 (k)
//Load var #2 (k) onto stack

//Load var #0 (theArray) onto stack

//Load length of "theArray” onto stack
//Branch to addr. 22 if k<length

//Load var #1 (sum) onto stack
//Load var #0 (theArray) onto stack

//Load var #2 (k) onto stack

//Resolve “theArray[k]", load on stack
//Add “theArray[kfl' to “sum”

// Store 0 into var #1 (sum)
//Increment var #2( k) by 1
//Branch to addr. 4

//Load var #1 (sum) onto stack
//Return top item on stack (sum)

Figure 2. The Java Bytecode that compile from figurel.
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Experimental and Methods

Transform a Java program to Java Bytecode.

public class Hello {
public static void main(String args[]){
int x = 11;
int y = 12;
System.out.println("Sum of x and y is
System.out.println(x+y)’

Figure 3. Source code of Hello.java

Figure 3 is an example of Java program name Hello. Then compile this program by “javac Hello.java”

command that it transformed into Hello.class file. A file in form of .class is unreadable because it is Java machine

language that called Bytecode. It must use “javap —c Hello” command to format this Bytecode and the result of formatted

Bytecode is shown in figure 4. Both of “javac” and “javap™ are built-in commands of JVM so they can be used in any

computer that installed JDK.

'
Compiled from "Hello.java"
public class Hello extends java.lang.Object(

public Hello();
Code:
0: aload_0
e 1: invokespecial (1]
4: rotuxné
'
2 public static vol m:n()ava.lanq.sr.nnq[Z):9

i //Method java/lang/Object."<init>":()V

e 11: dinvokevirtual

14: getstatic

23: return

Code:

0o bipush 11

2 istore_1

3: bipush 12

S: istore_2

6 getstatic $16; //Field java/lang/System.out:Ljava/io/PrintStreanm;
9 ldc #22; //string Sum of x and y is :

#24; //Method java/io/PrintStream.printin: (Ljava/lang/String;)V
#16; //Field java/lang/System.out:Ljava/io/PrintStream;

17: 4dload_1l

18: 4ilocad 2

19: dadd

20: invokevirtual #30; //Method java/io/PrintStream.println: (I)V

Figure 4. The component of Java Bytecode in Hello.class file.

The Java ByteCode component partitioning

Figure 4. is an example of Bytecode from Hello.class file. Its’ format is easy to read and interpret by human. This

topic demonstrates how each part of this Bytecode works and its benefits. In this figure, each part of Bytecode

represented by following numbers.

1. The source of this class file can be specified by text “Complied from”. In this figure, source file is Hello.java.

2. A Java class name can be specified by word “class”. Furthermore, we can guess class name from source file

name because one rule in java programming said “Source file name must have the same name as the class”. In

this figure class name is Hello.
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3. A Method can be noticed from symbol “()” and “;”. If any of line contains with both symbol it is the method
name. In this figure , there are 2 methods, 1.e. Hello (default constructor) and main.
4. A Bytecode instruction in each method.

5. Return command represents to instruction of return a value or end of method.

The Java Bytecode command partitioning

In Java compile process, compiling 1 line of source code can be one or more Instruction in Bytecode (call
Instruction set). Previous topic cannot determine the relation between source code and Bytecode. How can we know how
one line of source code reference to any Bytecode line? We found that command “javap -1 Hello” can solve this doubt.

The result of this command (shown in figure 5) specifies each source code line and its corresponding Bytecode line.

public static void main(java.lang.String([]):
LineNumberTable:
line 4: 0
line 5: 3
line 6: 6
line 7: 14
line 8: 23

Figure 5. The result of command “javap -1 Hello”

From figure 5, we found that text “line” and symbol “ can specify the relation between source code and
Bytecode. For example, command “line 4: 0" mean the source code at line number 3 reference to Bytecode line number
0 to 2 (because next command start at line 3). Next, we will partition the Bytecode by using this method and the result is

shown 1n figure 6.

Compiled from "Hello.java"
public class Hello extends java.lang.Object{
public Hello():;

Code:

0: aload_0

1: invokespecial #8; //Method java/lang/Object.”<init>":()V
4: return

public static void main(java.lang.String()):
Code:

bipush 11

istore 1

bipush 12

istore_ 2

getstatic ) 10 jJava/lang/System.out:Ljava/io/Prin Team;

ldc #22; //String Sum of x and y is :

: invokevirtual #24; //Method java/io/PrintStream.println: (Ljava/lang/String;)V
x - 16 - ? v » - =

17: 4dload_1

18: iload_2

19: iadd

20: invokevirtual $30; //Method java/io/PrintStream.printin: (I)V

23: return

TR B

Figure 6. The result of Java Bytecode partitioned.
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We store the partitioned Bytecode into H2 database using one Instruction set per one record in the database. We
can access Bytecode by SQL that can be applied in several aspects and the examples will be demonstrated in the next

topic.

Results and Discussion

An Example of Implementation
The structure of a Java program can be accessed via SQL. Thus ‘it can be used in several aspects. A Bytecode that
stored into database is easier to handle than normal class file. We will show some examples of the approach
implementation from the research as follows:
®  The Java Bytecode specific access: Example from figure 6, if you want to know what is the memory address of
value 11(value of x). You can use “SELECT * FROM Hello WHERE code LIKE ‘*bipush 11*istore **” SQL
command to query data. Finally, you will get the result is line 0 and 2 command. With this command set, you
can specify the address of value 11 which is address 1.
® The Java program debugging: Example from figure 6, if you want to know what the variable x (stored in
address 1) be used by any Bytecode line. You can use “SELECT * FROM Hello WHERE code LIKE
“*istore_1*’ OR code LIKE ‘*iload 1*' SQL command to query data.
® Making control flow graphs (CFG): A Java Bytecode interpretation is a sequential process. Thus ‘it can
demonstrate the cursory operation. With each record of Bytecode, it can represent to each node on CFG.
Nevertheless, the CFG from source and Bytecode may be different that is a weak point of this method.
® Making Flow charts: By using the sequential process of Bytecode and understanding the meaning of the
Bytecode commands. Thus, we can draw the flow charts.
®  Finding a danger operation: For example, virus, Trojan, and danger command.
® Finding an Exception: The tool “FindBugs™ is one from many sample of Java exception analysis tool that used

Bytecode.

The future works

In previous phase, demonstrate the structure of a Java program can be accessed via SQL and sample of use in
several aspects. In the future, we will take this approach to develop the Java Exception finding tool. That tool will use this
approach collaborate with other material such as pattern matching theory and H2 database. Figure 7 is cursory processes

of the Java Exception finding tool that develop in the future.

fi—-¥-=-aQ—3

"

Il

Find an Excep Report

File.class Bytecode Storein to d

partitioning

Figure 7. Operation of the Java Exception finding tool.
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Conclusions

This paper has demonstrated that the structure of a Java program in the form of Bytecode can be accessible by
the SQL. Thus ‘it can be used in several aspects, such as Java Bytecode debugging, making control flow graphs and
creating flow charts. Furthermore, we have found that working with an in-memory SQL is convenient and faster than
storing data in normal text files. In the future, we will use this approach to create a Java exception checking tool. Finally,

we hope that this approach will provide a convenient method for people who are interested in Java Bytecode analysis.

References

Lance, D., R. H. Untch, et al. (1999). Bytecode-based Java program analysis. Proceedings of the 37th annual Southeast
regional conference (CD-ROM), ACM: 14.

Hovemeyer, D. and W. Pugh (2004). "Finding bugs is easy." SIGPLAN Not. 39(12): 92-106.

Lievens, W. (2006, 3 November 2011). "Java bytecode." Java bytecode. Retrieved 28 December, 2010,
from http://en.wikipedia.org/wiki/Java bytecode.

Cabral, B. and P. Marques (2008). A Case for Automatic Exception Handling. Proceedings of the 2008 23rd IEEE/ACM
International Conference on Automated Software Engineering, IEEE Computer Society: 403-406.

Zhao, G., H. Chen, etal. (2008). Data-Flow Based Analysis of Java Bytecode Vulnerability. Proceedings of the 2008 The
Ninth International Conference on Web-Age Information Management, IEEE Computer Society: 647-653.

Hamid, N. A. (2009). "Pattern matching on objects in Java." J. Comput. Small Coll. 25(1): 51-57.




sz Iare

U

@

° a { o A @ @ @ A o d
UIYAIND doUUN lﬂﬂlﬁa'JUﬁ 23 Laﬂuﬂuﬂqwug WA, 2531 U WHIAKYNN AU

U

= o & o = = Y 9 Aa o Y 9 v v o a 0o
MIANYITLAUTUNTONANYIIN 15AUTEUUNINTOINGT BUNDUNIATD INTATBY 1Az T 15
[ a 4 a a a 4 a [
MIANEIZAUSYANATNINAMZIRINTTUAMEAST F1UIBIAINTTUABUNAADS WMIING1HD
= ~ =} = [ o = Y I o A o 4 4
maluTadgsuts luilmsfnw 2552 nasnduemsanyr ldhaulu vssnaeaunns
7 o ! ) A a R o a o
w1 auruelsunsuwesWunanneon 1 1 luszunainldilemamawdenums
S IR A YR 1 A < 1 2 o qYa A = '
panuuuzeaIFIiaNuIanNuaNuauluiluediann v ldinaussgalanzdnyice
o a a J 14 4 I o
TusgavlsganInnuamdmnssuseanns meilumsiauanuiuazanuaunsa
[ 1 [ =Y a a a 4 o v A
IdnuawesidlarhanuiaeluszaulSaanIn avdmdaanssunouianes §11inN
Aa J a o = = = A= n Yy I
Aranssunans wianedomalulaogauts il we.2ss3 Tuvazianieg 1ai Tomemilu
EVR a a a 4 a [ =) A o a =
Aredonlua1vIxInInssuneuiIges NI INeIdema IuTaggsuis i 2 518951 Ao
S A o . - =2 J
maTuTagiyaIng (Object - Oriented Technology) tag N3 11/sunsnTagdaign13al(Event -

L o 0 4 = < !
Driven Programming) %3330 14¢3v8 Idihilszaunisal wazanuinldnin mailudwvaou

a o 9 v 9

7q Y v I ] = o A dy o Y
wlszgnaldnuauidelaitluedsd  nmsiiteiivi1dg

[

= Y b
fJiJﬂ'J']iJELLﬁ%ﬂ'NNLGU'IGlTI

)}

Y J Y J Jd 1A =~
‘VI'N@TL!fﬂi@@ﬂLLUUG]ff]V\IG]LL’J‘iﬂ’JEJﬂT]elﬁ]'l’ﬂl,mgﬂTiVIﬂﬁﬂUG]f@V\I@!,l,’)iLﬂuflfﬂx‘iﬂ LAgUHANTU

o

ANUWHILNT U 1 (599 aanuaaslumanuIn a.



